NCS

dnuy

NI IUAUINITNNITAITINGD
anuIuastanadalauaduran @

ALULUTDIUINIINITUHUA
N15LATENAIUNTaNEMTULAAIDUAY

Guidelines for Post—-Quantum Readiness

AugIdeANuunsansieluiues



A
luafAnAoufialnosAIoudy (Quantum Computer) Laatd Uil oang el Lazn15naasg

TuoslfuiRng willagiu vaneUszmaladinsimuinaluladilognsaseaunniu wazdinuduly

1 Y o

Tanazinisinunlgnudandladludnluftaaniin FaaziAntutazidudanuinaians asuiames

v

AreuRNiiANansalunsaensiasudeyaniasnitneuiinestugadayiuegrsuin vinlv

dane3fiunsinsiadudeyanliedlutaguiinnudsdumsgnaensaduaiwazenaliaiunsald

Undestayalumiodgszuuneuiiumesinansely

'
a va

) o a"j & o = =
wwmensuiaminaueluenaisatull Wumnunetgnlunisiiennalulagnisdeans
LaZNITIRERUNTAINEINITAAIUNIUNITNTTIANALAE TEN1TUTEUIaNAUDIADNN LMD AIDUAY
~ 14 = o ! YY) v a e Y v o gy L v = a 4
ieldnauwnunsevnusuiuiudanesiuniswsiasunldegludegdu nsindwwesnauiiames
v v Y v Y I 3 i a Y N '

ArouduiliLwldunsonldulaegssinsiauaialids unnisimseuanunsaulunisilasunu
walulagnsdisiadusuuiinlugmealulagnisdhsraduuuuln WWusesiidesddinan dienaliviu
AONITNTYNUIAUABUNNADIAIDUALNIZNIDS TaudlniuAnznITUNITNITINEIAINLT LAY
Uaoadeleiuasunemnd $aufiu usen moudu walulag wredu (Ussinelne) 9 1adnvia (519)
AUz suguRniswssuaunsendmsugantoudu (Guideline for Post-Quantum
Readiness) iiarauaiudeyaliiiididruisidemnniadiulasinfionsmn wazsn3sunnunia
Tunsfuiieduanuimenasiatuluswiandulndll ninduegredein deyadiliinavetazdy

Uszlovraviuuazmiieany liunitiey

Augidennudunslasnsieloues

Y

AUNINUAMLNTSUNITNITTNEIAINNIUAYUAaRA 8 Ll Ua5k19Y

NEAINIYU b&od



ARRNIINUIZNA

“AuuziFewuImansujiinseseuaunsendmiuganiousu (Guideline for Post-
Quantum Readiness)” lisupueyiasizideyanazdoauowusiiduussleviainauzddnvi

USEN A0usl walulad wWndu (Usewdlneg) 311 feselull

3. 35T AsUdls UE51UNTINNITUINIS
A3 Qined lveaedan EeHRRIN
3. QIR NBIFITI DiaeRtd

WA GUNING Weyaeg  InATIERgINg
= v i L3 ! v o o o o & o < LY
Falaldmnug anuause wazUszaunisalvewinilunisdavihduuziatull suasludseleviiu
FawlawazniisnuiuuRnuiesdiuanuiusvaeadeluvesidusgiunn qudideainuiuag
Yasasdelaiued dinauamgnssunisnissneanuduasUaendeleivesuriswid (anuv.)
F9UDVDUANNITINIIY NUIBNURATYAAAAIN 9 NU1TIUUTEYUNT U nauuagliAbugi
e ¢ o o o & < ¢ &
Mulsslevlsensdninenarsatuiiauasvauysalin o lonail
AugIdeAnudunasnsieluues

AINUANENTIUNITNNTS NEANUTUAIUaand 8 el ua S Wi



GUETL]

. KA

. VBULUA

. gy

. fiIANAINIINABUNIADIAIDUAN

.0 Ussnnssuusraduilaunanssvy

<o Mafufnteyaiiieneasiadulunionds (Harvest Now, Decrypt Later)
. Bmsfnwanusiuasasadeluganiaudy

&.o PUUTIERUAmMIUYAAIBUAL (Post-Quantum cryptography)
&lo NINTTLNYUATIABUAYN (Quantum key distribution)
&.en TYUULUUNEL (Hybrid Solutions)

. szazaiiieatassanismtsuanunieunazyssifiuanuides
o.0 JTEZAUNINATENAUNGDN (Migration Time)

oo 3wmafr1‘7iéfamﬁu%’ﬂmsﬁaaga (Security Shelf Life)

0.0 SrgrIMNBWNAAEANA1L (Threat Timeline)

o.@ lna Mosca

. MsUszliunazAnnaszezaInauiaNgAnAIY

o.e MIMANIalszEznaieuinsanamlaefideiney

oo Jaduissszoznainauiniennau

ol WUINNMTAAAINTEELIANBUAANEANAY

. buUiAn s IeuAUnTaNdSugAAIaURY

.o TumeumMIRIBLATLIEaY

o WMsmsaoansiiteauanunszmiininelusadng

&.on WWINNNTININTIENTAUNTHEN BN TAUNA

'
v a

. TayaLNULAY

&

3

3 2 fe A

9lo}
o
@
®m
o&
fcd
e
eob
Q)
O
e
(o1~

OX

6

loen



o. WIAKA

Assgianardeauvestsemalnefinsionunaluladarsauimauaznisd eansifiuuniy
ogdaLios Helugnamnssunsiiu 1155UIANT NNTANUIAL NISLIME TFeRunTIMILAY
anusiunstesd Wudu dady nisenseiuanaaendelumsions msaiauaseieuyaaininsen
flassadeiuguiionsioansiivaonss sufmsudlufiufunquazsndeulisesiu asouagu ua
Viusenudsunlasdaduddfyededs

Tuilagdu sruvinwerasiuasaendomanaluladansaumaiiosdUssnaundn fe ssuusiadu
LUUNEUAaNEN38de (Public Key Cryptography) %agnﬁamashmwﬁ%ma Imagﬂlﬁﬁuaqﬁﬂwﬂauﬁugm
lunsguiunisuanid sudeyalsdaiuvasnds 1wy n1suaniUd sunguassuuInagu
(Key Exchange) nsasaneiledenia (Digital Signatures) kagn158UGUAIAU (Authentication) Wil
WINSEUUTHAdULUUNQMIaSIsuzgnland liuszasdfonaasunlatenarsdiinnsetindlagldaneile
Ferdvavasuiiensigsnsnilaslilliiueyyrvsonousaduyanaduls 1Wudy

ADUNILADTAIDUALIUINLNG (Large-Scale Quantum Computers) MWﬂQﬂWGMUWGﬁIu Azl
anuanunsalunislaufssuusiaduiuunauaasnsae F9ainnsUszanunislusieaulas Gouzien
STUUTIAGU RSA-2048 @19anwsagnuendiuszneuiiensnsiaduldnielu 177 Judenouiiames
MmBUFNIUIA 13,436 AdALagniienud Uy multimode® denalyinnusiunsasndsvesssuy
nsdeanslutiagtuanadluenann waeiinudssfiazdmansenulininaiansuasugia deem
LayAsTUABITITIANdnsine

mMswmreuinmesmeuiuvualngesldsresnaivas? winaremiisnuldsudnwmide
LagyuimnIiaLAeNialnesmeut T edaziind osfuuuu Hanansaldldlunuilidudeu
A9819u USEN IBM lallasi@uaiousiu Osprey aua 433 Ardaluifioungriniou w.a. 2565 uay
Uasdualroudu Condor auna 1,121 Ardnuay Quantum System Two TulApusuInaN w.A. 2566°
venanilueudsatu nguiniseainuminendve snfanazniisnuiusingléfRuiunaan
Fnmsifnfuanudislunsiaunagaaesneniumeimeouduun 48 Mdadanssng® dninau

naniem U uAsUaenfsa1sauwAleasuil (The Federal Office for Information Security of

° Gouzien E, Sangouard N. Factoring 2048-bit RSA integers in 177 days with 13 436 qubits and a multimode
memory [J]. Physical review letters, 2021, 127(14): 140503.

© https://www.nature.com/articles/d41586-023-03854-1
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® “Canadian National Quantum-Readiness: Best Practices and Guidelines Version 017, Quantum-Readiness

Working Group (QRWG) of the Canadian Forum for Digital Infrastructure Resilience (CFDIR), July 7, 2021.
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A Guide to a Quantum-Safe Organization: Transitioning from today’s cybersecurity to a quantum-resilient

environment”, The Quantum Economic Development Consortium (QED-C), July 2022.
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°? Quantum-safe cryptography — fundamentals, current developments and recommendations. Federal Office

for Information Security (BSI), May of 2022.

°% Preparing for Quantum-Safe Cryptography (version 2.0). NCSC, the UK, Nov. 2020.

https://www.ncsc.gov.uk/whitepaper/preparing-for-quantum-safe-cryptography.
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7% ANSSI views on the Post-Quantum Cryptography transition. Released on March 2022.
https://www.ssi.gouv.fr/uploads/2022/01/anssi-technical_position_papers-
post_quantum_cryptography_transition.pdf

> Quantum-safe cryptography - fundamentals, current developments and recommendations. Federal Office
for Information Security, Germany, May 2022.

®® M. Mosca, “Cybersecurity in an era with quantum computers: will we be ready?”, IEEE Security & Privacy,

16(5), 38-41.
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®° “A Guide to a Quantum-Safe Organization: Transitioning from today’s cybersecurity to a quantum-resilient

environment”, The Quantum Economic Development Consortium (QED-C), July 2022.
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" https://www.evolutiong.com/publications/quantum-threat-timeline-2022

¢ Roetteler, Martin, et al. "Quantum resource estimates for computing elliptic curve discrete logarithms."
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