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[ Platform as a Service : PaaS

[ software as a Service : SaaS
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- g5aegevIluTIgazidgnuleviedni sy yinasinIununImAlALENanIzn L Security Group Rules 39013947
AINIALIYOIA DY SYUUAR IR NIMIZAY WU TZUURPATIFNUSZaIaNATaYaTId VAN/Direct Connect)
Ameaulmginie Admin Console AanuUANIATNISIITNNINATOYIYTITLIIA
uazUaendegenanszuuiialy
- Aorsurardenmunseyleouluni it ldnuinseunquidainy s deulnds
w1, T80 19gelFInu (1w SSO, MFA), Yeaniunseveiiowqs (iwu VPN,
Private Link w38 Direct Connect), [Reuluausumds/gunsalidouss (W sey IP
Whitelist w3esosldiniosneuiames/gunsalvoamiesnuyii), uazn13inseay
Fusnisldamuumum (Role-based access)
. z Jppp NI "
6 | mhenuiltuseuljiiniiduaednvaldnwsdmsunisamsideounaz | vaszau | 52320 | O f/sdunsugiede LMY
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EJﬂLaﬂﬂ’ig%@%ﬂ’mizUUﬂaﬂﬁ (User Registration & Deregistration) 7
AsouAguIanTTanluansUnd wasiinssuiumssuiioufidedyd
viesvaiugnidawenglidele (9u nssefuliy@iui msdsiugida
SWANIY waEN130TIVFRUAIRUBE1TNNIAN ey T Fulng
dognudnviesilua) lividelsi?
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O 25 iunsugansd
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- lena 15T una U UAa 1T UN 1T
amzidguuazenannisaameiieou
Jlduuusnisaard nseunquits
9957 TAUYT (User Account
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a0Iun5alin15AIURUNISIT 15
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Account Response Procedure)
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- msUsAVlEd wFeuteyadududanuniesidasian uuuvanidy
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- NISIUAN SIS MUATATINTOUAN TGS ouiTaTsane Yy
biglimnegnlauidraansideuiiosuanaidnldmuydlmisnass
- nsyvIUNITNIEIIeYayauaruiufouy Taulaaude yraininielu
maamugfgmaﬁwﬁmzm"m‘“v?fun755@675
7 | mibsnuldviauldszuududuianunuunanstade (MFA) dudaua | vnsedu | 5.2.3.4 () | O fsitunsudate | 22w

STUUARNATINAMSE (Privileged Admin) Tunndasmatifis (wu Web
Console, API, CLI) wioanhatiulouviemstususnu wagneidousede
Hauaszuuiduiiagiu Tivela?

WIn9NIsUsHilL/MTIRde Y

- 959970V M99 NN T IuAmATAN TS UdIUE T UL gUasEUUUTNI T
AaTIATIASTUANETIIAY (Privileged Users) lnsdionatsulsuiensetunoufusi
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- n529d0UI M TousIeTogguaszuuuinIsna1Ie e suans iy ifnriu iy
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- ArsandunadansBududmuiienlddnuduuduazileemesioss iy
(Beevasmsiidessuy iy msUszenslenisduduiimuuuumatelaseinumu
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O &/sumsudrunsdan
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- tonarrulsvrenSetuneuufus
BrasunmdIBuasnisiugusanu
FMIUGPUATZUURAIIA

- z;ﬁyu57m‘f"ag’“@1,mmwy?mf
PATIRTIAS UGS

- wangun s aliiiuaz Uiauly
MFA 239v09nUgyTansiiay (wu
nmaemaulranIvguan IAM 7
uaniaaIuve “MFA Enabled” 84
§auassuuynAY ¥3os189IURAN TS
9TI9TOUANIUSANFINTEUU
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i - wgle e 1A o 1 ol 1 o e A v 10619980 g1
8 | nreulinsiagouunazdudulaiin NITUVIUNTIANTIVARNIUVRY | Vnszau | 5.2.3.5 () O ssmumsugese BNMANGIL B
sLy a I3 ' o v o o | Y Y] - L9Na1TYaNINUANIUNITIANNIT
AUINITARIN (1YY ANUYUTOULAZDIY VAR, NTEHITARUSUAY O s/suaunsugrundn Foyantsnsa9moun Ay 19
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pg19Uaendy, mstsruldsusiariuiodildnssn waznalnniss [ o o mi1g97u (Secret Authentication
. BYITUINWAITANUUNT . .
< o o TR a0 ° vLulw v Information/Password Policy)
Winsaniw) a1unsasessukasuiAnuuleuisfniisauiinualile [T i sclelléons Y . )
- ‘L' - "L . vme/qulm‘lmﬁqLuuﬂqi - Laf?ﬂsz UAOUNITIANITURY
N WWNIDL? TnassdoyanisnsavaeunInay
$WINNNITUsE/A5I9d0Y Yo liUSnIsnaTIe
- AT99FOUIMUIBIIUTTOTIMUAA 1N 159AN 190838159 5I9TOUAIIAY (Secret - BRI SITEULTEUnIoHa
o . o PR » v ew o N15UsEIdUAITINAA DY TEUIN
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~ . o , o o UZE/U7E/H75G]§'?V?TSUW?7JJ§‘U‘Z/B\?
97700992 TATOURGUIR NS A TUANNAN 11U u[auwmmﬂaa@nawaama’mu sy eutuianaase
MsIRaIsiakUSug U UasndeiiaUasiunisanaeudnteya n1sUsAuIUaey UaZnsYUINMTNTUS NSNS
siariuideldauesusniiedesiudydane uasszuunisiaunsesidamianiu AaA
HnTzUINM SAGIIT U TANY
- 599FOUTIMYILNIUT 189U TaTUTINUTE INaN I IS U UTEN T 19T 1971
AINYADAABYBINU 1IN AUTUNDUNITIANITUALIRATIVYANITATIVADY
AINAUYOIEITUTN ISR Ll vuazu YT Nee 1My a
' PP AP Py AR ge ve(S ' S el v a0 a v 10619980571
9 | nrwauladindnsnisdidteayauazusnisnig 4 uuAaIned1s | NNy | 5.2.3.6 () O 2/suiunsugade 0L NMENTIU

wsaasaauuleuieinualy (AseUARuYTa Management Console
& A w o I~y -y a
wunivdeya udeys wazsruulszuiana) laglilideyaniausnsle
= Y = ™ A ag 1~ 1
fansadndslalaglifinisaivaudns lovsela?

U MTUsHil/ATI9aeY

- Ao uanannmIvaukaz TN RgI5 ey anandliseruduninis lng
o1dgnannIsanEiesigaiindu (Principle of Least Privilege), wanA3Iu
Fudugoss (Need-to-Know), n1smauauavnsniuunumiai (Role-Based Access
Control: RBAC) uasimuaiieulymsihiuaniziaizasd mivugazuinisuaz voya
- dasinldiivangunisseniienIvnuuas TN 90anENIULAeulTana TIRe
§95OUATY (YU NI1TIANTSUALTATTIANGHIU IAM Policy, N13AIUANAMIINUADANE
Y9unTavouse (Network Access Policy 191 Security Group) Uagn1597979
Fndidailuiiusny)tays (Resource Access Policy 19U Bucket Policy w3e

O 25 iunsugansd
] 9g5eMINNIAUTUMS

O Tisl/gelailadniunns

- tona1suleuIenI1sAIVANNITTIE
11A59UAJUUTNITAAIIN (Access
Control Policy)

- wangwansudenguamuaninig
Tundnsasivunaridnoulya
97 n?i@%ﬁh IAM Policy, Network
Access Policy (Security Group)
ay Resource Access Policy
(Bucket Policy)

- F10619T0yanToTI89 TN 17
1139 (Access Logs) Tidsaen
InAarIAneulTa

- SUNIUNANITATIVFOUNUN IUGNS
madldaussuunang (Access
Privilege Review Report)
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Access Control List: ACL) tilalitulas1vsluidusnisnsadoyadidnln 9 ves
whe9uNINlRgUTIAIINNITAIUAN

- dostmualitinalnaivaeuuas Veduldtadiiadninisdhieeeseidos Ingdn
Widnisnsaedeununauanimadltenutussezesvaiiase, dszvuusudoude
n329nUngAnsIun 171l IunaId iAnUnd uasifutuiindsy Sinsidldeu
(Access Logs) ilalgamsuainsisviuaznssaevdoundudoinmgaiiusung
Unansy
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TunsalivihesuiinseygwlililusunsuessaUsslovififidvsgs vie
TUsunsuessauselesuiivaw (Privileged Utility Programs 1@y Cloud
CLI, Cloud Shell, Terraform n3a1a3asiladnnisgiudona) vuszuy
s mseildnsvaeunariuiundriieioslomaniisuniunie
Override sgUUAMNUABRABWANUBIAATIA W3 Bl
UWINNITUsdlU/ATI958U
- avedeulena T TeunIUANTIeNTIUSUN SUETTOU T lemiiay (Privileged
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VNS
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nalnparuvaendeniuunivesssuuparas Ingsregruniedeniniidege
melddormmuai 077

- Cloud CLIs: 1% AWS CLI, Azure CLI, gcloud CLI (A21348¢1: 895An15593
NiNeINT Uazdeyalnensisu Command Line)

- Cloud Shells: 11 Google Cloud Shell, Azure Cloud Shell (mmzﬁlm: &
WaguaatnenssumasmmauilpsuRuTuUsmes)

- Infrastructure as Code (laC) Engines: i1 Terraform, Pulumi, AWS
CloudFormation (A213&ee: N153uaRSURANSgUUAEUAISYAY Global dana
nIrnUFean IUnensTUUaLN I SUINTIUELY15I3)

- Storage Explorers: i Azure Storage Explorer, Cyberduck, gsutil (A2
1des: anaeuithie aradlvan nisaudeyausuiaumImat sy yunIsTINAaNT
YovmiueunanTiUng)
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P1ianese/ledduni wieusein
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IS T8 UagHAF NS5
ognlusala
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Controls) UuszuuAasiivaenfuasvuzauiuaussauLEss oy
mamquﬁgﬁagammzﬁ’mﬁu (At-Rest) Uagseni1ansdewu (In-
Transit) lansdumsssalasmsnues visldssuuvesgliuins
AaTe warranideanisiiSanesiuiidnaiviedvediu: Taviely?
YNNI/ TI980U
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- onarsulevigniovenmung i
nmsdrsiaavsvuinisaates
(Cryptography Policy / Encryption
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- ATIIFOUTTUUM T T aUArN159AN TNQUeYevg i UTNITAA I aI1750Y 197U
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- Yszdhuduiinaan13nsaaniudinisid iavesy ivinisnseunqunisquases

P ' > & o v N 2
Yoyaeg9psunIu Nedeyaluvaizdadu (Data at Rest) luuivaiivve sy

Liu3nis, semannisassudeyameluuinisaarid (Data in Transit), 52139
U3N15Aa8n gL uaznsaliinisaedeyadouleanavadilasiasienugiunie
syuUNeluna8971 (On-Premise)
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muv3niseanInads lnedeeseysigazidendidyasudau Idun fonSanianaus,
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ATV URBUU UA LAY MN5E1309T0YANBALLEI (Self- managed O s/60umsugaunsday rsoedoyailoglunsfuiazey
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BYITUINWAITANUUNT B
v ackup Procedures)
Msnsie sseznannusnY LLau‘UuG]EMﬂ’lﬁﬂﬂu‘UEmaﬁliﬂ Towsolal? [T it st ) g
1ug/gelulasiiunng - VANGIUNITIIA NGUNATAITIVY
UWININITYSHIL/A5I9d0Y ) ’ [T it suRaTIe (Wu nmandusensy
- psvdeuI Mg dienarsgllonseduneuug Ui iuareanvalnysdmsungs Lifieades 21156 9A'7 Backup Job,
5758077@%157@"7&971.1490 (Self-managed Backup Procedure) siUsenialdag e Configuration policy UuuinIs
n19ms lngggazidendesliduiedasisinin q udasnsovagumisdines Z”;Z)m s
o o 2 o ax s > q/ 4]
AIVANTIAYYNUTENIT YoulnTaya, AN, I5n1suayWasuunteya, doIuil B , .
o ; ! v o - v o v = ""’ ) - NANFIWUUNNNGN T 170U ET)
Ny, WINTMINYITNAA1IUN UASUADNAY, T28£11819AAU (Retention Period) Futoyasse (wu s1891umaanse
uazdupauNIIAUTTUY 989777 Backup g, Uuiinne
- INIIATINF U o U1l 189 Uil sUsAUlT T une U uiidana 1195 avy Fuszyuahsestoya (Backup Logs)
LUUIAAT Inemsisaeudilssuunsainsesllosnlusli (W Cron jobs, Cloud MIOTITUUNANNITINT AL
. - . o o o P 12 NAFOUAAUYDLAF 1799 (Restore
Native Backup Policies, Scripts) I7UN9N394A138071399Y0Yaa0AAADIA 1Y ULYA ot LO;S)) Y
uazsouAIMANT MUl luena1595e
- §OUNIUTITUNOUN T AU (Restore/Recovery Procedure) dnssuaunsisiu
FUsTIU dmsssydumouunlvdymudessuuaumal uazinisindeunienageui)
Iddsesdsnariugauldavasuiensiagouniiugnsevauy saivesdoyaee
auuaue
u S0 a v g 9062918011
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- psavaeuIeudienarssvydadimuad unsiiuiuinmgnsal (Event
Logging Requirements) ﬁ'ﬁ/mmsayﬁ’ﬁuasﬂmW%y'mﬂumm75 MITATOUAGL
Ussisuahdy dail

- Usslnminmgnisalisieatudin: AseUAquIMANITAlTN Sy UUUAE NG ANTINL T

F1AfY WU n15191g 57 UU (Log-on), N5 gulUasansnisleeiu (Privilege
Changes), 17910970 ayad 18 gy, n13ANTuN9NTTUYaIUYTH Auaszuy

D I/anfiunisudiunsdiu
] 9g5eMINNIAUTUMS
O Tis/gelailadniunns

O videates

- lnd15temmuna 193 UNITUUIA
g nisalvesnyigeiu (Event
Logging Requirements)

- M89unIdSeuigudaninun
AupIINEINTIT 95V 1 UTN 1T
Aa7198 (Gap Analysis Report)

- waNgIUNITH IR 105U
tmgnisalesIuuusnIsAa1Id
(Configuration Screenshots)

- #reg 190U ningN50/95990
F¥UUII (Sample Audit Logs)

- tonarTnie wa”ngwmm”yoﬁw?
AIUANNITIII9SEUY Log (1U S3
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waiAnmgnIsal (Timestamp), UayFelewSaganduianssu (Actor/User ID),
nsnensszuUnSatayaiignii1fe (Target Resource) Uasnad s veInITANTUNIT
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- nsiushwuasn sunteesmauauysal: fmuanseussesIaITmausny)
Log uaztarulinalnlunisuntlosmauauysaluazasudauvasiuiinmgnisal e
Uosriunisunly dnuvas nioauviargvuiines1aluimanzau
- @OUNINUNINTI89IUNTONANISIUTIUTIEUTENINAAN YUY AINYABN I BA U
nystuiinmgnIselitlsusnasaa s dliauund fudermundusveamiaeay
iiaFvagaiiguiiutosin (Gaps) uasmmuauayaIuy3nsamdem3o sy
$9n15 Log @iuanmsnisaauasnsieluguiglivinisearaslufiuinissessy
- pyrvmevanIuznndnltaudunainisvunaulvaniuguuiniseanis e
suszAusTUUTUTnIMgnsalia ey lA U s Dnldueesauyal (19 Audit
Log, Access Log, Activity Log %39 System Log) ngﬁm567%‘1.1[5/1/73@75!0755’@457./
doya (Retention Policy) geandawuszezaniingmueussulovszyly

Bucket Lock, Log Destination
Policies %38 IAM Restriction)
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wiedeafulalvitinsihdioya Log lUlnuiininquszasd Tivela?
Wan9nIsUsHilL/MTIae Y

- T99aRUTIMUILIUTA TN TN ITTINAAE AN UUTInmeN 58) (Event Logs) il
o19dtoyaduyarauzvuey tlemavaunisliobiidulunwingussassiinimue
windu Tngersanammsimundnsnsdhdsmumannisaudniudoss (Need-
to-Know), n3xvIuNIsdudusimuvesgitnds, msuiindanssumiesy iinsidaly
WU NI30iAINa 19 uagnsruIUNISNUNINENSNI St lduesuiusey
ssezia A naNe

- aya9mutsEanEnmnsi AN sUntasteyasauyananieludoyatiuin
man9al Tneaseungumsidasiatuiingoyarivas Sy (At-rest) wazsendng
dasuA3et1e (in-transit) 5389 IBuImsNIsIIaMATABY 9 wu MsUatdoya
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ldsudnsnmindrldrunieaseng
Uuiimgnisal (wu nisden vy
IAM Policies 5@ Log Storage
Destination Policies) #1umanans
sty
- e et uinUseidnan s
ATIVFOUNUNIUANFIY 1G9 Log
(Access Privilege Review Report)
JounanusouIaT
- amuitrveuanentTe A
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A1 YaanAe (W'Y HTTPS/TLS)
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Funan
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) o & o o | oo o o Pseudonymization UuseUUIANIT
HaMTEgenaAAYSHEITYA Log n1aniiuaennasmiunannis e 4
v 7/8%/2‘?14524@5@\7.1/851]@1! Log
i SPN wejw 2o, A i ; ¥ o o o v 108198014
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1 Do Lad a 1 il - ONEITNINUNTEYZIANAUTNY)
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AerszuUliaudnlugd® wu S3 Lifecycle 138 CloudWatch Retention) [T ossevrinmssgiuns | 7 ]
' o . o \ o ' e - ammieen15d 9199 Ul 959
Welidulaindeya Log avgniinangegslasniuniusaussusliai ; ) , _
v Yo D Tug/gslulasnsiunng (1wu CloudWatch Logs Retention,
wlaunauaznganeiun lowssla? [ S3 Lifecycle Policy w5a Log
WyIN9MTUsedlu/msI9aeu Liviades Analytics Rules)
- mssavhuleviguas szeaa19nLAY (Log Retention Policy) Aosnyiienas - @ﬂaw?wauﬂgummmuuwn
;g o & o o P , w58l (Log Purge Procedure)
og 1 Tun N3 8 YnTOUTTYZIIANAUSH T U NINgNITallnas Ussinneag 19 ’ .

B o , v o~ . U" v o 4 - TNYNUNTOUUNNATIVTOUNTT
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- nsUsAulg U UUERluTalun1sauteya (Automated Purging) AasiUnlg911

waluladvionauanvalznigyiuininariddly tieasialeveya Log lngdnludli

WU ATUAIUASZELIaNAUSIY) (19U S3 Lifecycle Policy Ui AWS,

CloudWatch Logs Retention %39 Azure Log Analytics Retention Rules) tiWe

Vosriudedinnarniiinainnsavlnguye
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giotunewdjuiau Tumsihaviuiinmegnsaloesaende Ingseyisnisay g
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(Privileged/Admin Access) uuna1e tdaldeunisiuiinusein
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SIEM w38 Log daunans) lunsdlfissuui uguvesaandliifivwe
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- AFI9ARUAIIUNS DNUAEFUTUTITEUUAa1a LA sUn siTald Uil TuTuin
Aanssudmsuydidansiiey (Privileged / Administrator Accounts) VUERELRE]
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- lonasssyTonmuanIoNIn Ty
lumsifuduiinmgnsalamsugls
answiAy (Privileged Logging
Requirements)

- dheeliataya Log vesdonsau
uanduniodpuaszuuaie (Sample
Privileged Activity Log Records)

- Lana1ssIgnlTeuieua Iy
T 99n159 14 Logging A uda
AWz IiUINITAaIAIEY
19 (Logging Gap Analysis Report)
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93¢ Ineuilomdoya Log masnsaunguysnssulaswginssuiiinImeoulnagiess
souA laun

- msastainldnussvuna de Ty Fansaay (Privileged Log-on)

- msiFguniasmsousluainsesnilasiaiissuy (System Confisuration
Changes)

- M3vANISURTLITIISIUY (WU N13FIN Ui lY wieauUyd (User Account
Management Actions)

- N15YSUURY WA BULYaY iauTuvaurIesys UANEn ST Ty auas
N3WeINs (Privilege and Permission Alterations)

- Aanssunsiihie ;Seng vsawmdougrevntoyaiilniueouligs (Sensitive
Data Access)

- msdndunsusedssumidiln q iisdwansenuseiaiesnnuaznIum oy
lF9rue9szUU (Service Availability Impacting Actions)
- @oumuamsdinesdeyalulnd Log dp1asidennsudauiganed1msun1s
Fuaaudeunduitedn (Security Traceability) lngdeya Log usiazs18n1500958Yy
nauanvalza 1Ay laun

- g nduAanssumsaty3iiaasueds (Actor / User identity)

- Suuazraiuiindammmsaliivensesssuaina (Timestamp)

- eaziBenveiansaumAissaiana (Action / API Call)

- wswenTszUunSelodnsne s e 1999 un1559u (Target Resources)

- Naﬁ’W@fqﬂﬁwwam?sw"Nm (Execution Status: Success or Failure)
- AFARUTUTINNAN A TI9FO Ve8I Tunsihnaauin a5 Y
il Log itugruiiglivimsaandueuli urimsisissduSsuisusunast
AN DI ITAIIMT AR AT B98I Ll 0T Vg AIF BanFere9I 1 Uas
Uszneumsinauletrdniudeadaldsunaauiinsiziteya Log iasunsali
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YUY SIEM (Security Information and Event Management) W?af??i‘lfﬁ’f;]ﬁﬁﬁ?}l
i3asdovasynnaiiguiodinsiviiasfoulemginssudnsge

- LONdITUUIN UG UAA TN 514
sedssydinndnldeears

- amEnSuBoRFUn MUERINTTHIAY
analadoya Log luszuunary
(194 S3 Bucket Export Rules, Log
Analytics Workspace %59 SIEM

connectors)
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Y9a3rUUE TUIN13AaIA Welin1stuiiniaivesseuunukazdudin
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Usuiigutaan (Clock Synchronization) 91n814U3n15AA 76 ) .
. i ve I e e . - D Tl 4w (NTP/Time Sync Configuration)
- aTI9FvTayailasuinsovngusgazdeanunadniindunsugauynUssny HNYIVBY Wy nmansudongunimuans
wan 979 ulsvigusuiieuiarszuuled wie
- UnauIa187989 (Reference Time Source): 1 N1552YNI51952UY GPS, n739A7 NTP Daemon/Client vy
w1 19MaN (Atomic Clock) W59n7159198955UY Stratum-1 NTP Server ot iz o Irgiaen (Virtual
o o & Lo Machines) tiloid ounalUegs Time
WINTFIUIAIMANTIIA AU N T 0F , .
“ p - P o , Provider 9993¢UUAS 736
- luslmmeanildlunisdalasiud (Synchronization Protocol): L?f‘lJvZUEZﬁ)ﬂaa  reeaviuiindse Anginsuade
NTP (Network Time Protocol) #3e PTP (Precision Time Protocol) 177??’1/5”1/1/;0 (Sample Event Logs with
AUVEDUAIYOIIAIVUIATOY 18RI Timestamps) lenTi9aeutseiiy
- lywaanSuduvesszuy (Default Time Zone): 1y n13szyliagIs 198 AT AR TR EAUR AT
= = & 9 o5 o o g JoAAFINUYINTEUUUINITAF 1IN
iunmsguaing UTC wia GMT+0 wilaldiTunamilunisiieuifisawaassnin e g
Logs waIeuyas
- S2AUR NN UV 15T9lATINT (Accuracy): 19U N193EYTEAUAIIN
AaIAAE ouveuIa g ulaluszuy FemrniinsgunsinluseaudadTuril
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- araamudouludnduiig [vuiniseard lvunieadvisnimieauuy i
nigaruansalvlsd i edalasiudszuvarunigluvesnuiger (On-
Premise) w3055 UUgo8ULAATIA AT UIAINA 1Y 19U W Ueariudym)
nawuin Logs ARIMIARRUT ST U
| Yy VYo v o 1 1 Y a s o 37 B 2
29 | mihenulafeweuaglasudeyanisinnsdedwiangliuinseand | sedvas | 52680 | O fsitunsuduate B 1NANgIY
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nszvIumMsdansvedlmimenaiiailuaednualdnuys Asouraunis
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Y T - 4 P Evidence) (o1 UUINNITANSNUNAY
Management Policy/Procedure) 8195 U 1U914NT 058 VU 389711 TY nrmduneasndy wieussiens
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ATOUAGUAIS
- N19AUMIMAzsyyYvadlnd (Vulnerability Identification) i n1547
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Libraries)
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- wangmmsldamsnismaunaie
iieanAdes 1wy nmanFusen
0779750@'7%717@77@;”/@ (Data Masking)
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