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AU SanslinaauiRnsumuitautening s neufuRnunaninaminisusmsinnms

ANULAIAUmALUlaEANTAUMARILTD 5.2 salliasraly

(2) dwiugsznevgsiauinmmstssiunmelinsiiuneglinussdivmies

LU Miaantiasuiiuniauteninaly WneufuRnunaninaein1susnisinnis

ANLEsIIwAluladasauwmaniute 5.2 Mely 1 Yduwsiuaulugiuvesdniinisussiliu

dusuusgnaugsiassuunstiseRunielinsmiuidudfyaeasisssme
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el URnuvaninaeivenguanemsmiuguavesUsemaiuy q idawseudeyaiineites
a1t 5 98 6 wazde 7.3 - 7.5 Wlndudgduielimdondmsunisnsivaauves sun.

w3l sUN. So9ve wazanyiun1sufuRnute 7.1
4. Uy

Tulsznmaatuil

“waluladansawna” (Information Technology : IT) #uN8AMN3T WAlulad
ansaumenanldlumsliuimsvisediiiugsna denseunguils Toya seuulfUians (operating
system) SEUUIU (application system) ﬁzuugmsﬁlam”a (database system) Q‘Uﬂszﬁﬂauﬁama%

(computer hardware) WagsEUULASaY8HDENS (Communication) WJudu

“puidsssnumalulagansauma” (Information Technology Risk : IT risk)
NUNANIN ANUEBINDNARTUIINNSIEMAlUlagaTaUmA FIALUNANTTNUADITTUUNSE
MU URIveE U NsuAsUSENaUg IR NN IMResEUUNS T TERY SIN09mIEe

ﬁLﬁmmﬂﬁaﬂﬂmumﬂmU@% (cyber threats)

[%
Y

“SPUUNITTIIZRUNTANUEIAY” RUIPAIUIT TTUUNTTITZRUN 5UN. I0A3
LAZANLLUNITIINNYNUIEIPIUFUIATHIUTEMA MY 113858UUN3T15eRud UlaNSguUnS

UsznmiafmualagAuugtives sUN. Aunguungdinaigseuunsisesy

“WAUINTS” gL JUSnsssuunsinseRunilaud Ay ungring

AWITTUUNITIIERUY

“HUsEnaugIne” vineaud guseneugsiassuumstissiunmeldnisiiu
wazhUsenaugsiauInismMsdrissRuneldnismiiuaung uunedmeseuun1stseRunily

anun1IRUnIean1dUNSRURMEAINIUNY MUIEIIMIEgINIE U1 TR
“aonUunIRY” MuneaNdN aanUumIRuINUNgEneInIegsaanItunTRy
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“@odumIBuRNia” mneau @anduMIRuRNEAInINNg g1

CERRGRMTRRESIY:

[V %
o v v

“SPIEMNY” MUNEAININ STIAMAINTNYNUNLLANIEINAITY

[V
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“TRyanasiasene” vaneaudl daupnananzileudnnsluamungviig

inslsEmAkazUsznaugsianseliuimssruunstseRululsemealng

“aunIn” MueANI BlTUsnshgugeuyniumuvaninaEilun1sidusnig

FPUUNTTITZRUNTALEFTY

“Gldusnsvesszuy” wneaudn JiduinisiiluaundnuazBuseunniu

AUNANLNEUITIUNTSIIUSN59952UUMSTNSERUNTANISANAU

“UARANIEUBN” MINEAININ uﬂﬂaw%ﬁauﬂﬂamauan%atﬂuéﬂﬁu’%miﬁm

' '
Yala A

walulagansaumauwnugliuinswasiuszneussne wiadugniinsdeuseiussuumalulad

Y

v o W

ansauvAveI WUsn1suaziUsznoussne viselludnanunsadndsdeyadifaueadiuinisuay
v a N v a A v v a > a vy
AUsznaugsNa vieteyavesaunBnviegnanimunugualagdliusnisuaziuszneugsiala
il yapanieueanlinseunguisanInusognANlnan daeiuazuIn15veesliuinig

wagHUsENaugsna

“5UN.” MU18ANIT SUIANTWAIUTENALNERAIUNYNUIEIFIUTUIATHIN

Uszinelng
. wennaEinsitnuguanudsswumalulagansauma (Information Technology Risk)

5.1 N135n¥IRNUIIUAIUanfBYBITTUUWAlUlagansaumATUAUNI T

(Cyber Hygiene)

AlvusnsuagdUsenaugshanMefesUiRnamannaesinigsnwauiuag
Uaensevesszuuwmalulagasaumatuiuiidluiiosnseauanuiuasuasnsielunisleiu
wagSuiladeanenuvnilaiuesndndsy anAnudssenansenusieaundn gldusn1svesssuunie

anA1 uazsaszuut1sERulaeTIn JAUSnsuazUsenaugsnanesnLiunseiel

5.1.1 AISAMMUANIATIIUAIUNITTNBIANTUAIUADAABYRITEUY

wialulagansaume (security baseline and hardening)

AMUALNASFIUNTTNIANTUAIUaBAS BT (minimum security

[
v 1

baseline) WarAAINITSNEIAMNNUAIUADAABEBAAABIAUNITINUSANS (security hardening)
IinseuaquszuUU]URN1T (operating system) syuuguteya (database system) syuuIu
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(application) gUnsalirsev e waraunsalsnuwauaensiensetensessussuunuddgdnau

Wuanednwaldnues sausssdunisiazaauniumunlanivualy

mnflwangliuinisuasgusenaugsnaliaunsaujifnuunsgiu
mvuali desdnlvidinssuiunmsvesudfientiu (exception) WieUseiluAnude a5

WWINAIUANAIUF T ANz AR UA LTINS
5.1.2 mMsdasiuisainlusunsulaiuszasan (malware protection)

dnlvidiasestlodmiulesiuduain malware saunsianuliingg
Uulgsbidulaqiunaziinviudeananulndedsadnas wisidunisananudsasinnis

gnlauilag malware
5.1.3 N1TUTWITIANTT security patch (security patch management)

IAENTZUIUNITUIUITINNG security patch @nTUNNITUUIIUY

¢ A & = - = = | 1 !
wargunsal tialunisanainuidgsissuuinalulagasaumnagnlasdaindedlunilvg q
lnedesnnidunishiudasaluszeznafimunzauniussAunudeaesealnitaz ey

ANUAIAYVDITLUUUY

mndmagnanszuununsegunsaldelainidanisusuuss security
patch agrafunnamsiieUagedinilu q AiisAuny Jliusnisuasiusznougsiades

IAILNNITAIUANDUNALNY LNBARAULEENAINNTTYNIANAIINT DN 9

pg14lsAiny nsdvldaiunsafingg security patch 16 fiosdnleil
nszvIunsvesulRunIuuarAduNTUTEEIUAIERY TINTIRIITUIRUINAIUAY

a4 aa
AIMULAUINLNYINDLRNSHU

5.1.4 MUIMAAM U IR IS uniiansge (privilege user management)

Py

MvuAIAsNsAIUANLarIianNsldUnTgltnuniiansgegiatunn
W MsseuvNedns madnld Amuesseznanisidau msaeumnumanmsld msivuasieru
nsanuuassruUUURnT sruuguteya szuunu gunsalieserie uwaraunsalinwminaensdy

q

wisedne edeaiunisudaildnunidnsgaduldaelidlasuouga
5.1.5 M3figaufianuuuy multi-factor authentication

JelviinsigaudiImuwuy multifactor authentication Tunsalfssialuil

Aaa a

(1) Yy l¥aunilansaa (privileged usen) NnUnydvesszuulfians

Y

sruugIuteya sruuu gunsalesevenargunsaiinwinnulaenseinTetie
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(2) Yaydrldanu (user) MU ANa1UsALNToYagNAIYDITEUY

v Y

UuRn1s seuugudeya seuvau gunsalinsevnguazgunsalinyianuasnsieinsetiy

1w

A A A A .
NIDUADNULATBVILADANTA5150UE (Internet facing)

mnfiwsssuudJuRnis seuugiudeya ssuuny gunsaln3euy
wargUnIalsnwinnulaensdeasetie lisesfunsiigausiimuiuu multi-factor authentication
A lUInswasiUseneuginvasaldisnmssulaniivssavS nmineumimauwny iveanesldes

a a ¢ !
31nnsgnlansinisiigatmnulalnede

| I Nav a wa - ¢
agalsinny nsalnldanunsaujifnulaluuisssuunsesunsal
AosdalrinszuIunsveayiRsn IukazA U TUsHIIUAMULEDY TINTINITUIUEING

AIUANAULFL TN NBL AN

5.1.6 NMSUIHITINNSVBIINIUAZASNAFDULANZIZUY (vulnerability

management and penetration testing)

FeivizinmsUszdiutedvd (vulnerability assessment) 1S uynsE UL

[
o w Y

AuszAUANUEssgNtesTaz 1 AT uazdledinisidvundategniidedAy Tumegeu
W1¥3%UU (penetration test) Iner@enmadnnuudase AsounqussUUNULAYIZUUIRE 8T8

aa A W A oA . ° ! Yy A & &
NUNSLYDUADNULAIDYYEDAITET158UE (Intermnet facmg) dlENeeg1URevay 1 A9 ESYINAIN

'
£ o W 1 aaa

ninsAsuLUaee i@ Any W NIANINSWRBUWIABITEUY ANILEEN YiS0INASTINAING

[V
[ v a A

umaluladansaume ag19iidednnny 19l wialins1uiarealnikaza u1san b iunsw b

o

wazdosfusuanauiionaintulaeisiunisel

o & aa & 1 a Y 1 1
YUY IUﬂifLWI FUN. LN NANINAZRURNESZUU Nma%aﬁ’]ﬂﬂ']u‘hiﬂiUﬂﬁu

YauMseIsN1sAEUNsnzszuUliaseungudedwiddgiduanudssiilasunisseusu
Tnemlu wselunsdil sun. Wivirdndunsoaumas sun. e1adsliudensdiisasignieusn

Y

Aa 2 a o a A a Y
‘V]llﬁ'lqlllljuaaigﬂ"lLUUﬂ"IimﬂﬁaULﬂ"lgig‘UULWNL@@J‘IG‘I

WANINHIAUINTUALEUTENBUTINIRDIALTUNIIANTE 5.1.1 - 5.1.6 Wi

a o

fapnljURnuTe 6 uazde 7 vorssmertuillugaimsdnvienmusieiansanetud Ay

TuSewing 9 Wy ssuunu nsasuasnalulagansauwme visowgnsailayniniinty way
IS0INITUANTDUNETIBUAUNNNUAAIY
5.2 MIUImsIanIsaMUEssaumalulagansaumd (T risk management)
AliUSnsuaeEUseneugsianiiReulimaminualude 3 aullunsenseau

nsgualaruIMIsIanIsaadsnumalulagasaunaliaenndesivdnuurnsiiuinig
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Usinauganasy eududeuveamaluladansauna wasarudesiifendes sassuimsians
Tasamsiumaluladansaunalyiiiussansnmuagiany Useneuse 6 13ea fie 53381AUA
grumelulaBansaume (T governance) nMssnwAnusiuasUasasesunaluladansaume
(IT security) nsuImseudssdumeluladansaumna (IT risk management) MsU{UA
punguaneuazndninueiiiigifestumaluladarsauma (IT compliance) MsnsIadey
aunalulagansawma (IT audit) wag N1sUIsIanIslassnsaumaluladansaume (T

[

project management) Faid
5.2.1 sssunAvasumalulagansaumnd (IT governance)

Folvillasasasunumiianuuiaseulumsiiuguaniades
AuwmAlulagaTaumARE 1 NEaN AauiAMENTIINISLAEUSIMTSEAUgeliaudAgylunis
NANAULALENTEAUNISUSINTAMULAIUMALUlaga15aWNA AMrua it ulgulengIve9
) o w a v P~ = o w vy a wa
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- fganmusaUANLUATUABANY (security specification) lazantsenss

fuautuaIUaenie (IT security architecture)

- USmnsdamsanudssnnuanudunslasnieanunaluladansaumne
wazdeanAunmslauesiaensuiuaudeweIedfng wazauonUEEwINa 1 oAMLNTINNTT

Wunsezusyan

- guanazaniunsiisiaundeulunissuiledeanaunisloues

v

- uakazandunisliyaainslueednsiinaug wazaunsening

&

1599AUEY N13FNIANNTUAURendudwAluladalsaumna wasieana1u meleiues

2.3.2 gusmsszRugaminmmuImsiansassiuasaendemumnalulag

ansaune (Chief Information Security Officer : CISO)

Ya v

UDALUHLBIINAITIA AN USUISNYN WL UTUITIANITAUTUAS

5

v

Uasadeamumalulagansaumnaniude 2.3.1 udd glruinsiasgusenaugsnaenanatsandnltig
Y a v A o Y a a L & 2 v IS .
AUSMITTEAUgeviminNuImsianisauduasUasadediunalulagaisauma (Chief
Information Security Officer : CISO) sy e Usvnsseiugenvimtnainanemsianududase
91NMUMUNITUG TR umalulagansawne wazauauiaussuunalulagaisauna uag
fignanthiiissnelunisufuRaulundin CSO leeegrsiuszaninmuazuszansua lnedas
aLliunisedeos il

- yeudgriviewgnisaniidedAgaiuaiiuduaslasniy

1%

auwmalulagansaunawazsoanaun1elgiuaTioguImsumUnUgIEn MIeANENITIUNTT

9

A A 9 = Y a 9 a
MAgIToe viToANENITUNTVRIR ITUTNTUazUsENaugsha
- TiauAaiulusesdonnaunislauasuaznisuinisinnig
ANMULELIAIUAINUNUAIUADANIA UV ALULA D ANSAULVARBAMENTIUNT AMLATIUNITNLNGIVDY
AumsuImsdansuazmiuguansuURnumunalulagansauna Wi IT steering committee
= . . ] v a o a al & Y a
9158 [T risk committee kagsrudnaulanniunisiusssmnuluaslasndsauwaluladansaumna

Y 1Y

wazduanaumslauesninansenuagalitedAgy

o

3. ulsuegiingrtesiunmsmivguanudesnnunaluladansaune

3.1 gluimsuagdusznaugsianesd (1) ulsvienisinwanuiuaiaeasie
srumalulagasauwmea (IT security policy) uag (2) ulsuiwnisuimsanudsssumalulad
a1sauna (IT risk management policy) Miluanednwaidnus wazagaiglinsaundnnis

nMs¥nwATMNEUTBsSTUULAETBYA (confidentiality) mnsgnAsaleislivesssuulaslaya (integrity)

NaNU90-N#65038-256401



1/4

way anunseuldauveunaluladansaumne (availability) 3o CIA Insulsuigninanaeslasy
AALYOUIN AL NTINNIVEEANZNTSUNST L SUNB UM LELANTE] wardesaanndasiiu

nagvslunsimealiladansaumailidmivliuinmeiesiiugsi waslounemsuimsenudes
mmﬁgqaamﬂé’mﬁ’uLmeqmﬁu%mimm?imLLazmi%’ﬂwmmﬁumﬂaamﬁ’ammmmgmmﬂaw%a

wspuilasunseausulaeiinly

WoNINE M3 ALl BRNa TR BRI Ny LS M3V eR i ug A
US1100g3n550 Anududeuveanaluladansauma waraudeaiingItee Sau1IANIES
nsttmalulagansaumaniglusidnsuazAudsNnstilinislusnig Wwesie viaiinis

ToYaaNYARANIEUBNGIY

3.2 gliusnisuagusenevgsiademumuuleuiemssneanuduasUasnsie
ANUNAULATENTAUNA WaTUlgUIENITUSINSANUELI WAl UlagasauFARg 9t aeUay 1 AT

o w

wazynATndnsidsuLlategadited Ay
4. MIVIMNTIANITUAAINS

Jusnsuazduszneugsiadesuimsdnnisynainsitviiuhitu iasusnu
weluladansanuma UimsanudesiumeliladansaumatasinfuguanisufdRmangrnouas
vaninasiiietestumaluladasauma wagnsvaoudumaluladasauma sudsyaaing
lfinaluladansaumalunsufoReoulsedriuegramnzan lnodesdilefisnuianuannsa
¥93yAaINT Uy uagmsinwianusiuasasniofumneluladansauma lnosduiunns

agnatusglusenanalUll

4.1 m3vimsdnnisyaansivmih iR vimsenudsuagiidugua
AsUfTRmNnguunsLazndninme wagnsiaasuiltisatestudumaluladad saume
FosnseumgulubesnszUIUMsAnEenyAansfitlmusvieUstaunsaiifissnelumsuf iRnti
Asisanevesynansidenadosiuiinumsldinaluladansaume waganasnslunisaing
uazduasLmNRsEmindsmudssumeluladansaume

4.2 Fervuaniedeulrludyarinuniesudeutetedunislueinsues
yAANNIMTTEYBosmuiuiaveuinafunsnmeusiuasasafefumaluladasaume

ag19faLau iedasiunisiivavesteyavisennudemeneraiindudenindausumealulad

GUEEGIPIN LG

NaNU90-N#65038-256401



1/5

4.3 MauTmsdamsavsvesymmnsiineariumelulagensaumea lnefaiulss
i dutagiu Tnsmzidfielinisdsuulashunsnuniodugn 39y suvisdasdeasiv

[ N Y] = a Y i
AAgRmUiaNsiUAs UMW aNa 1
5. msdaeuliupansnsenindsemudesumeluladansauwme (T risk awareness)

Enmsuasiusznovgsiadesdemsuaslirusuiyaansivimihiug i
UImsanuisauaziduguanisuifnungrunsuazundninne waznsieaeuiitisadesty
sumaluladansaune nufypansiiliinaluladasaunaUfifnuuszifussrafivanonas
winzay vieliyaainsidnlanaznsentindsaudifyvesanudssinumaluladansauma
wazmsliimaluladansaumeogisannde 1wu nsdmeusuliauiuiyamnsifesriunsidoy
gunsalreufiamesideusetudumesidniignies uaznstndeuwmniiowIoumumionsuilod

Aslaufngbouas
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LNEITUUU 2
N3UIMsIANITANNEBsRTUmAlulagasaumAvasd IiuSnIsuazEUENausIia
1399 N33nwIANNLTUAUaBAfEiTuIALUlatasawNA

(IT security)

A LUSNIsuazEUsENaUsIAafeImMualilin1suInsInn1siasAIuAN UATEUY

walulagansaumansessunshivimslviianudaende gndeadedials uasneuldnu Awioluil

1. MIVIMsIANINSngduaumaluladansaumne (IT asset management)

Uimsdnnmamindausmumaluladansaumaiivnzan Inefosdaimeidou
emmindausumaluladansauma Welfausaszymonsmindausnumeluladasaumne
¥ogasuiau wazannsahluldmmuauuimansinvianuiuasasasodumalulad
asaumneldognamzan nuisiesissinunindduimuimalula fasaunaogaiiae

walvdanunieuldnukazaiuisasessunisiivinisiedniiugsnalasg oo
2. mssnwanusiuasUaeasievesteya (information security)

ShwienuuasUaendievestoya NinssudadayanusyuuAITeYILdoa LAY
msdaivdeyavuszuununazdeduiindeyasiig 4 dnsdatuanudurestoya (information
classification) usnwuagyhanedeyalimnzauiuturnudu sasudmsinnisnisdisa

v PRI ¥ [ A o Y [y [y 1%
Uoya (aryptography) Nienelauaslusesgena ieshwanuiuaaenieuayrusuresioya

3. MIAIUANNITURS (access control)

v

AIUANNITUNTITEUUURUANTT FeUU9U LasssuugIuteya tnefivualud

9 Y

o

NTUSMITIANISANSLazAT19da Ui udud1nun uaNS Niurualinnuausndulunistdeu

a A

v dl d‘l % Y = dl =) v yd‘ aa M Yo
LS ITAUAINULAN Lwai’]aaﬂumimml,azt,ﬂaauuﬂmswumamazgaiﬂawlmammaiﬂmsuauiyjm

4. N135n¥1ANTUAIUaRAN BN INNEAINLAZENINILINaRN (physical and

environmental security)

Snwnauiunsasnfovesquineufinnes anufiujuanuiiieadesdy
welulafansaumea warituiiniiodostumaluladasaumneiddey sauvilszuumstiosiy
uagnszUIUuMIUhgs Ny Unsalrenfiames uazsruuassalng MiAudestumaluladansaumnea
detlesfurnuidemeiionifadunnmayngmvorndesssund uarlidarnundouldanaunsn

seasumsiusmsvisesiiugsnvetesiaiiles
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5. MISAANNLUAIUABANBUBITEUULATDUIUEDENS (communications security)

ShwianuliuasaensievesyuuAIeledeasvagliusNThasUsenaugsia
iWelviszuuipsedngdeasuarteyansudmuateangdemsilenuiunsasnsie uwazannsotoiy

MIUNINVTafuANANIo1AATY

6. m3snwAuuAUaendelunsufiRnumumaluladansaumne (T operations

security)

$nnanuiunsasadelumsufoRausmumeluladansauma lnefosnsoungu
otosludostuiolud

6.1 UTMINNTSTAAIINAINNTAVOITEULLAE TEUUASISUULAR (capacity
management) 1y MsUssdiunnltumsldinsnennsiunaluladansaune dWelauisauinis
ninensaunaluladansaunaliogiuiiemesnanisseasunsliuinis vieanliugsne was
aunsauNUnsIanswalulagasauwmelisessunisldnuluewan

6.2 snwmnusiunsUasnievonrdositg (serven) wazgunsalfldufiRnuves
ffmeluladansaume (endpoint) wu msfedlusunsadestulifaiessuunsatunsudaies
Tusunsulsiszasdd (malware) visomslaufsneguiuusing « iedestumsilnavestoyanio
madldanulagldlasuougyn

6.3 dsesiieya (data backup) fEBmsuazsEeznATIvINEAY WU M3dsestoya
Uszdriu iilelviddeyadsesfisianunienldnvlunsdifiszuuuasdeyandniinmnindemie
lpsumnudenie

6.4 dnnudeyatuiinunnisel (logging) YOUATOINLTY FEUUVIY wazaunsnl
wseTeidfey wu msdafiusasasuuuiinnsdndessuy (access log) waztufinnssdiua
(activity log) Lﬁa’[,ﬁmmsaammuLLazmaﬁ]aaumiLﬁz’IﬁqLLazmﬂﬁifﬂmszuw%%’agauaﬂ%lﬂu
wangunsvhgInssuneBiannselindiunaundn dliusnisvesssuuriegndn

6.5 Anmuguaszuulazi sy IatEAnAL (security monitoring) Ineiinseuiunsnie

1Y

iseslanTadumnmsalinundvisaseanauninansenusieauliuasUasndevessyuunid sy

]

U LATRsllafinnukagInIIsideAnAunleuesed1wialias tieliausansidu Jeeiu
warSulawnmsaliaunfuazianauldes1ewiuiei

6.6 U3MNIINMIUDLLINI (vulnerability management) lnadaliiinsussiiiutodlng

[ [ A

(vulnerability assessment) dunsunnszsuvnumuszauadetediosUag 1 aTe waziile

a v

fn1sdsunUasegniitydfey
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6.7 MAEBULANEIEUU (penetration test) lngdnluiin1snagoulanyszuy

(penetration test) lnggl¥eivyiinuludass ATOUAINITUUIIULAZIZUULATEYINT]

NILTBUADAUAIDUUEDANTENS150ME (Internet facing) ailaupgtosUas 1 AT LazNNASY

q

Aa a' | A v o w | aaa = = =
V]Nﬂ']iLUaEJULLUaQ@EﬂQlIuEJﬁ'W’WﬁQJJ WU ATUNUNTURULUBIUDITEUU AULEES ‘Vﬁ@ll']f”ﬁi']ua']ﬂa

v
(Y v

arumalulagarsaume sgndidedifgy visll tielimsviswedninazaiunsasidunisuaile
wazlosiudeanauiietainduliegesiunisal
6.8 USH13IAN1INTUABULUAY (change management) TagdnlwiingsuIung
a ) = = o a | ° X 9
UIsdnnsnisivasunUaduazaiununisilfsunlasegnesanuuiasiieans wu n1sdiseuuuly
U9 (system deployment) A15AIATISEUU (system configuration) N15AART patch el
nswdsuuvandulumuinguszasaiidnualiogagndetasudiu waslesiunisfeunad
Tnedililasuoynn
6.9 USHITIANITNITAIAITZUU (system configuration management) lnyil
NLUIUNMIATUANNITAIAIYBTEUUNITNUATY wardinsaeumunsnsaeg e iae weteosiy
Yarananlun1sufUR
6.10 U31159AN1T patch (patch management) lneAasdalidinszuIUNIT
a o . s A & o A a
U3133ANT security patch Tuynssuunuuazgunsal welunsananudesissuumalulad
asauwmazgnlanfiaindedinilud q lnedesiiiunsbiudaialuszeznaivinyaunusgiv

ALV NILAETEAUANNEAUDITTUUI Y
7. MIIOMUALNTWAIUITZUU (system acquisition and development)
7.1 M15IAMTEUU (system acquisition)

fvuandninamindaiauuagmingailunsdadenszuunazyananguen
AlUFng wWu munidelievessruilazyarameuenlvuimslifunsusesmanasgiuana
viesnmsguiumelilafasaumnaiiietesilisunseensulaeinly (certificate) anusiuasaende
Y9955y Msatuayuuaznsssinuseuy Weliiuladnssuunazyananie uendilviuinig
annsamevUauewion i slunsiuiunsly sufwiosiddenudavglumaasuutag
gliuinsiduyananiousn madsuulaanaluladansauna vienisiasuulainagns

Tunmsliusnsvisediiugsivlusuian
7.2 MIWAUITEUU (system development)

FONLUY WAl kagnaaause Uy Welviiiuladnssuulirugneies duasaonsdy
Wetald niewldeu uwardanuganguiiisameagsesiunisusulsaddsunuasssuuluauan

Tngfaaniunisagrstselulsassana iUl
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- flenansgazidunnnaiRin1availn (technical specification) lngasauags
fuseinsinwanuiuaUaeniy F95IUTNTEUIUNITNAAOU N1TYUA LAZNITAARIUAIY

fupsUasnnelunslaay

a = A A ) °o ¥ o
- 3Jﬂi%U'ﬂ‘Nﬂqi‘Vﬁ@LﬂiBQN@WJUF’]NQ@?UUGUBQ@']a\‘iLSUEJ‘UI‘UiLLﬂiﬂJ (source code

version control)

- WsgnunumvtiiwasauSuiiate e ing T adunsruum STy

WU NSHUIRENSER IR SEUURaEE i sEUUTUElTIUAT

- LWUSUENANINLINADUYBITEUUNUNTTE MU (development)

La¥NIINAADY (testing) 8ONANTTUVIUNLAUINIT939 (production)

- NAADUILUUNDUNITIHIIUDTY LUU NABUNITNUVDILARLIEUY
(Unit test) NAFBUNITVNIUIWAUVBITZUUAN ¢ (system integration test) naaauaunTaxld
MIUNTEUIUNITUATAIINABINITVDIN LTI (User acceptance test) haznaaauAINUaDALY
YDITTUU (security test) munszurunIssnwauiuaslasnseiitvusluenaisieazden

AaNURn1amAila (technical specification)

- WawwsensiUasuwdasssuuneadesiunsliusnisvsen1singsnssy
a a ¢ D] a a A o =
naBLannselingd lagdesinisnaaeudsednsain (performance test) Welin1siauivions

‘:4' A a Y o Y a = ° a g a ¢
Lﬂa‘c’JULLﬂaﬂig‘UUmLﬂ'EJ'JGUENﬂUﬂ'ﬁiﬂUiﬂ'ﬁ‘Vﬁ@ﬂ’]TWqﬁqﬁﬂiﬁlﬁ/nﬂ@LaﬂVﬁEJUﬂﬁ

o

- TuuIniAIuANNTSNwIANUtUAUARRdukaTANRUTDITRYad ALY
mhluldnaaeussuy
- dvhaenaraUTHA LT UTTUULALHAUATEUY
8. MIusMIsIaMsmmNsadaUnFuaeUsyy (IT incident and problem management)
a o ca a A a o =
UImsdnnmsimanisaldaunfuazlgmiinannisldmalulagarsaune
pgImMINTANKATIUY Taeduiin Jiesen wagsignumansaliaund Jaym wasnisuile
Tnnznssunsilasuneuning viseusmsseavamlasuneumnglussesaimvungay wonanil

ABTIATIEVAIMATILVITSS (root cause) vadeyn ey luanan s uiass wasdaaiu

LilvAnmanisaliinunigilueuan

NaNU90-N#65038-256401



2/5

9. M3devimLaNAuUmAlLlagansauma (T disaster recovery plan)

9.1 danuzyinnuvIentisnunsuiiaveulunsdaviuunugnidusumalulad
ansewumel (IT Disaster Recovery Plan : IT DRP) seailuaednuaiones lnaunussnanneadulimu

wlevienimun waglasueylifanaugnssun1snlasutounig

9.2 Iavhunugnidusiumaluladasauma lngailafednuaenisliuinig
vioriiugsia USnaganssy eududeueaalulafasauma ausiuasasniosumelulad
ansauwA LazANABsAgITes Wy AmnudesiuUFuRNNT (operational risk) AmIAB AL
Foudes (reputational risk) ﬂ’nmﬁmmﬂqﬂﬂamauaﬂ (third party risk) ﬂ’J']iJL?iEJ\‘if\]'mﬂ'ﬁﬂizfgﬂgf’J
YIFULIMIR o7 NENNSTd1R ey (concentration risk) uavAuEssifnansenusossuUMsTseRy

(systemic risk) LTuRy

9.3 uuanidusumeluladensauvesssdiamudulUldlunaufon ananseduld
sosdumnudeeiiiniuliais lnensdnhusugnidudumaluladasaunamsnseunqui
n1smmuaszezIalun1IAusEuY (Recovery Time Objective : RTO) kagsygulianggn
ﬁaaﬂﬁsﬁay’alﬁww (Recovery Point Objective : RPO) TidonAdasfiumudfiyuessuy s
mMsfmunszeznatgegaieenlinisliuinisviessiavgavsin (Maximum Tolerance Period
of Disruption : MTPD) Lilesasfumsliuinisudeiiugsivedaseiiesvesfliuinisuas
AUTENOUTINa

a1

9.4 feilovsaienansusenaunsAliunsIUwRLRNIAUAUmALULATE SaUme
U FuRUsLag nausuialnin U nALNTaAgITeI UM SAEUNTA LUK URNEY
auwmalulagansaumediaudilaazaiunsauuiniuuaudinanle

9.5 numukagNAaauN U URmuwNugnidusumalulagansaumnaog1atiay

o

Yaz 1 a%9 wazynasaninisiisunlasedadited Ay

9.6 Urudrpuitimasdnses (disaster recovery site) MilAnumsauldnulazange
UfuRnunaunuldiiisgudaeuianeivdn (primary site) neasein lngaudaouianaidnses
msegNAudRuinesnaniieanevziiviialymvselasuransenuludnvazisieniu

Tugrananfednu wu szuulnintadas wazdesIsusf
10. mw%mﬁ@mimmLﬁmmﬂqmamﬂuaﬂ (third party risk management)

Tupsalgliuinmsuagdusznaugsianiiiunisdwiolull (1) Tdusnisaueiu
walulagansaumaainyaraniguen (IT outsourcing) (2) Weauseaszuumaluladansauwmeriu

o w A v

yAranguen w3 (3) iuaraneuenannsainteeyadifsy visewinfisteyagliusnisvessyuy
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v A

TayadauTn TayagnAgnAIuANLA HhiuInIsuasusenaugIiafesiiuguanInudes
NITUIUMSUIMIANUEL LAz sShAuduasUaendeaumaluladansauna agnisinw
Aanulaendeandeluiues Traenndotnussiumnudsmaysziurdieddguunuguiises

SulliaausiemsWiusNsviseRiugsiauiaundn gldusnmsseuu viegnen uasadkidernuningeds

Fovdea Uszansnnlunsiiusns snuvdnnsaail

10.1 AMmuaunuIm wini wazANusuiaveuTenINgliusnsiasiuseney
ganafuypraneusnegtaulasiiuanednualdnys wasnseudmsunmnnadeursadlodose
lng sUn. sasdesssylviEnsiraeunielu damvaeunieuen uay sundavsidinsiaasuns

o a 1% =~ Ao o o < A Y] N v Y]
mﬂLUUﬂWi@WUUﬂﬂIuIaﬂﬂﬂiauUWﬂ%aQQQﬂaﬂﬂauaﬂvuﬂJ8aﬂﬂ€gLﬂiﬁﬂaulm UEUINIDVBANAINTUY

UnAaNI8UDN

viall sUn. endalvilinssrugnsivaeuniglu gasiaaeunieusn uag sun.
fiavsdmsndeumsadumsiumaluladansaunavesyprameuensiedu 9 iukeululudyan

Y30UDNNAINIUAIUANNZEL

10.2 fffugua And wazUIMTIANTTANILERINASIEUINS N1siTeuse
¥30N15TUBLAINYARANIEUBN AOARGBINNTEAUANIFEILAYTEAUANT T ALY
LATAIINEEIINNITNTEINGAS (concentration risk) tHasanlduInisaumaluladasaumne

Y a a & ) Ql . .
Pndliusnsiiluyananigueniiiesseiien (single provider)

10.3 Snwimnuiunslasnduiumalulagansaume Naonnaaefuuinigiy
nsshwenuiuasUasadeaunaluladansaunaveid liusnisuagdusenaugsng wage19ss
wnsgruanafeensuleenily saufslinisshwiaulaeadeandeleivesauuinigiuaina

Peausulaely

o

10.4 wisnmmsausuilosawnnssiioIfsUuaslnansenuae 1eiltedAny
A g v Y a A o a a vy oA = Ny v Yo Y a -
Weliensaliumavisedwlivgsnalaeg wiadies yadsmsideyanieulddwiunsliusnisvie

aflugsnaunaundn glusnisvesseuy wsegnaA1 uausingel

V9l LwIman1suimsdanisaudssyananisueniduluaiuwuiujus
YBITUIAITUN U TENALNEIIAI8N1TUTUITTANITAIUEEIAINYAREAIBUBN (third party
risk management implementation guideline) Ingligliusn1suazaUsenaugsnaainIanaTan

UszynAldlvivinzanuasaanndawuuaus ssauanudssasauitedidgyveanisidusnis

NsWesievisenIsiifelayalnNuARanIeUen
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LNEITUUY 3
N3UIMsIANITANNEBsRTUmAlulagasaumAvasd IiuSnIsuazEUENausIia
1399 MSUINTANUEFRSIUINALUTaEEsEwmNA

(IT risk management)

A liuSn1suazgUsenaugsiadesmnuauleuien1susmsanudssnnnalulad
ansauna MassunquisalassasisesAnsuasunumntiivesiinedteslunisusnig
AUAgIuAluladatsaune washoshuleuledinaniundnvissidevisujuanay

a a v = % = YN &
nszuIuNIslunIsUSmsanudssumaluladasauna lneaseuaquegstoslusesissialuil
1. MyUsiiiuaudes
1.1 MIITYANUFELS

sryfenudssualuladansaumea gasiuisanudssindeanaiy
malaiues wavtedlnin 9 lngAnudssiainaienaliaugnannseuiun1suuRnu ssuunu

ynans viseladenieuen
1.2 MTUATIENAELS

W ALAYILATIEAANULE I UNA LU AT A TAWNA L DWININIUNNTINNTS

a A
AIULFYINLNRUT U
1.3 MIUSEEUAIAIIULEES

Uszdiufidonananuidssnunelulagansaunaasiinlulasadmanssnuss
nsufuRnukasnsiiusnIsusedliugsia SudsiruaseRuaudssiumalulagansaumne

Nwonsula (IT risk appetite)
2. ﬂqiéjﬂﬂ'ﬁﬂjflﬂlﬁaﬂ

Tuumedans auad kazdesiumnudssivinsauaonnaenuran1sussiily

a Y a = v a A A ' . . i ) a %
rdgunalulagansauna Wielinudesivaeed (residual risk) agluszauainudeseu
walulagansaunaneeusuls lnedesdmdsisanuaunaseniterunulunistdesiuanuides

wazNauselovunanInaglasy

UaNIN AsnuuadvlYinmudssumaluladansaumandaey (T key risk
indicators) Miedeiunmslruinsviseniiugsng Waenanesiuanuddguasnaluladansaume

WHATINU LD L TRAMALLALNUNIUAINULEE
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3. MIAARNUUATNUNIUAILLELS

o Aa a a a = o a
by ﬂizmumi‘wNﬂixﬁ%ﬁmwiumimﬂmmmwumumm LaENﬂ']'lJWlﬂIUIaEJ A3dUNA

A v P Y] A P a a o v yva o P
iieliegneldszauanudssiumealulagansaumenvonsulanimunll
4. NNSINYIUANULEE S

S1YINUTEAUAINULFIILALNANITUSHITANULFLIA U AL UL AT AT AULNA

AoAneNITuNsAlsuneUnINaluUszd Wi AuseUNMsUTEgUTeInMENIINNT

1%
Y

vell Jliuinisuazgusenaugsiadesnumiusaleuisu]iinas nseuiums

ee b

S RREFRIGEPIRIGE

afl

a d‘ ¥ = 1 b4 IS 5
USMIsANNEssAunalulagatsauina egnsteslaz 1 As9 asnA

[

pt19iitud1AYy
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LNETUUU 4
nsUIMsIansanadssiumaluladansaumavesglfuinisuasiusznaugsia
(a9 mnsrsaudrumaluladansaumne
(IT audit)

HliuSnsuagEUsznaugsianesiouiRnunaninad dedeluil

1. fpallnsradeunumalulagansaumaniiaug Ussaunisel waganudeiyay

[y

Aerfunisasivaeudumalulagansauna Foradudnsisaeunisly §nsrvaaunisusn

&4 v A aa 2 a i A o Y A awva Y =
'Vﬁ@f?‘\ljLGUEIFJGUr]ﬁJﬂ’]ﬂuaﬂmﬂﬂﬁquLﬂu@aigﬁﬂﬂ'Viu’JEN'WUVWH“U']V]UQUGN’]U@WULWﬂIUIaUﬁqiﬂuwm
a d‘

wazniiguminuImsanudgennumalulagansaumnalazfiuguan1suianiy

noMekasaninaeiniieIvasnumalulagansaune

2. Fosflunusunazvoulunni1snsvde s unaluladansaunafidenndoafu
audfyuazanudssrosnisldinaluladansaumneave sfliuinnsuazdusznevssio uaz
Wguienisuimsenudssdumeluladansauma sasteanislduinig msideusensenisidngs
IINYARANIBUDN IAULNLIULAZTOULUANIIATIVAOUAINGIABILATUNTOYITRINANENTINNIS
A5IEBU LLazﬁaamaUﬂquﬁqmﬂiu‘laﬁmiammﬁﬁﬁaﬁﬁm SN DU TUMH U TULAL VB ULA
nsasIRaeUsInalnEANENIIUNSATIv@eUeteTosTas 1 ASe LLaznﬂﬂ%’jﬁﬁﬁﬂ"liLﬂgﬁmLLUaﬁ

o w

RN ERRT

3. fiosnsavaousumalulafasaumnanuuRu LAz UATifruanIude 2
Tnggnsaaeuneueniiiudass fnwd uazUszaunsallunsnsvaouuazussiiunandes
frumaluladansauna dnsvnuiumaluladasaunafidveddyamsnsaaesvediees
Taz 1 a3 uesidofivmmanifaunilumelulofansaumeiifdeddny Yus nadiduUsznougsia
UsnsMstiszRunglinismiu ansadniiunsasisaeusinanlaednsisasunieluvie

d' I a
neusnNUUdasy

ail Tunsdli sun. Wiudman1snsvdeuvedusznaugsnauinisn1stiseiu

foualinsutiunseiideninurauasalidaau wselunsiin sun. Wiunsndunseauals sun.

Y 9

2198 MIUTZNBUTIAAUINITNMITI T RULAIRIRTIAEOUNEUBNATUNTATITADULAL T 189U

NANTSMASIERULY 5UN. NIV

=l

4. sl ienmaneusniiudassimihisslussuuvsemaluladansaune

v = s

Nty FeiliusnmsuazusenevgsiawiuinfianudndudesUsudiu willdediin viednsavaey

o

auwalulagansaumavaiusmsuazEUszneugsianute 1. lWawnsaussdule wu nmsuseiiu
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seuuninnududounseldinalulagivi vien1susvliuanuanunsavessyuulunisuiuasy
iWesessunisiusnsvsesuliugsislusmanneldanenisasuulammemalulagansaume

= I3
NIINLIT

5. ABIIAYINTIBUNANITATIVADUAUNA LU AT AT AUV ALAL LEUDNANISNTIVEDU
FINAINDAUENTIUNITNTIVADY PAadAIUTAAIELUINANITATIvau T sUN. Wunilsdense

ad a & a s A o L o o a o 1% <
Tagion1sn1sdlannsedndaiuinviua A1elu 45 TUdUwATUNYINN1TRTIAE0ULAIESD

6. siosfnnulilinsUTuUIUsEIIUIINNIsTIvEa U AlUlaga sELIA ke

enulsziudfyniouriununsusuliiiuauenssunsnssgeukazienuiiedes
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LNEITUUY 5
N3UIMsIANITANNEBsRTUmAlulagasaumAvasd IiuSnIsuazEUENausIia
1399 N15UINTIANTSLATINTAUIMALULaEEsawNA

(IT project management)

diegliusnisuagiusenaussiavedavilasamssunalulagansaumna (T project

Y
Aa o o A o PN A4 o a a 1Y a wa Y] I3
management) niuydanmey WUWNWIﬂUﬂ'ﬁIWUiﬂ'ﬁﬁiﬂﬂqLuuq5ﬂ‘ﬂ m@ﬂﬂaU@@n@JV]ﬁﬂLﬂm%

TamalUil

1. Anwianudndunazusglovifianinazldsudmiviassmsitunalulad
ansaumemnldlumslinmeadesiiugineusilasms eedosiasanidonldimalladansaume
oA uavlssdiueudesmaentunanssvuiioafatutuinemuduuas ssuuiAades
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® ANENIIUNISIAULAN1IATINEUAUIMNALULaTaN TauNA (WU AMENIINNNTATIER YIT0
AniznsuMTTlFSuNeUVING Wus) Welviglviunisuasiuszneugsia fnmsasiaaeusy
welulaBansaumangraiudase aseuaquisnisufiRnuuagnisuimsanudesinu
weluladansaume sansis nsifuguanisUfofmungraowasvdninusiiiiedostu
walulagaisaumne

laseashensdng

122 fliuimsuaziszneugsiamsinlitlassaisesdnsuasmifienusviaveuduaednualdnus
lpgaanARBInUVANN15a99a (check and balance) uarnMsuUsenifinuiiaseueg ey
(segregation of duties) szm"]qm'ﬁﬁmﬁ'}ﬁﬂﬁﬁ’amué’mmﬂiuiaﬁmsaumﬁ U3115AEES
aumaluladansauma wagasaasumumalulagasaume

123 flismsuaziUszneugsiamsgualiivsnennafivsmetiovatuayunmsufofnu mstimsanuides
n1smiuguan1sUFuRnunguuteuasndninue kagn1snsiaasuiumalulagaisaune
aonAdosmIinugInTTl mududouveunalulafansauma uazmnudssiineados iwu el
yaansiiaudmnuidennguasiiniesiioniessuuivisativayunisufifnu Wus

124 {ldEnsuazgUseneugsiamsiguimsivimihiivimsiansanusiunsasafosumalulad
ansauwa (T security) Tasyanadanaideaduiidanuivieussaunsaiiumaluladansaumea
nsuimsanusiuasasnfodumaluladansauma wagnisudiedussanaunialeiued uas
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fianududaszannusiunisufifnuiiumeluladaisaume (IT operation) wazaus Ui

svuumeluladansauma (T development) Tneffunumsinfiuazanusuiinveu eghedessai

o fulsuny 1msgu uaskIN NS nANuasUaen s unAlulafasaune uazn1siuile
foanaumsleues suisgualiiinisufofniuuleus 1nsgu uaswuamaiisiue

o fatmunduanusiuasasnde (security specification) wazanilnenssudumnusiuasasnde
(IT security architecture)

o UimsianmsanuidssunnusiuasasadoduvelulaBasaumanaziusogneamsleues
Taen3ufuauidesiiesdnst uazihiauoaudesdisnansonunssunsveslviuinisuas
AUsznevgshauanseysed

o auaazandunslgliusnisuasiuseneugsialimnumdeslunisiuiiedeanaumsluiues

o quauazAiunsliiyrainslussdnsiimuiuasanunsemindGosrnuidos mssmamsiuag
Uaenseaumnaluladansaunea audeanaiunisleiues

125  uonanil gliEmsuasiUssneussiaeafvsaiiduimsssdugaivhudiEmsdanseutuag

Uaaademumnaluladaisaumea (Chief Information Security Officer : CISO) naasidudasyain

NuauMIUTRUmAlUlagansauma (IT operation) agaumuimunseuumalulagansaume

(IT development) wagdi§1uaniid (authority) iganedmiunisufifauluntif cso

a a

TaegnadiusyansnmuazUsyandua laganunsanniunisedietoy aall
¢ swnulymvisemnnsainddeddginunruduanaendeiumaliuladansaumeass e
ANAANIlBLUB AR US S UFUVLSEean AMENTIUNSYRI WTUSMIUAEHUsENaUTSNaNA
AMENTTUM NN ITIAATS
o Timnuwiwiudsanaleussuazmsuimsdansmudeswinuanuiuasaendesumalulad
ANTAUNARDAMENTTUNTVBIEIUINTUALHUTENOUTINT AuENITTUNNTNEITRIAUMTUIING
Famsuaziiuauan U uRnumunalulagansauna wu IT steering committee %150 IT risk
committee wazsmdndulasidunislusesanuiuaslasndsaumaluladalsaumne way
mudeanaumsleiuesnnsenuseliuinisuasusenaugsiaegaied sy
1.2.6  vihgnumihmihnujiinumumalulagasaumawazgldnussuumalulagansauna (e
A o Y A sty 1 [l 1% a 1 A A ¥
Mgy 1% line of defence) W wipnuinumalulagansaumea missnudunidugldanussuy
1 A o Y A a wva v a A Y A awua YY)
1.2.6.1 Mihenuvihmihiuguinumumalulagasaune Snihiugufausunlasuseumne
T UANNESILAzNSAUANIUImMALLLagaNTaUWe 0 HLEININITAIUAY
AnmnuuazseunIsuiRnununalulagaisauma lngdausdennenssunis
AlasuneumnewazUIMsIEAUaTiiAEITeY agspunsounqy
o swnuNansUURNuiumAlulagansauwme (T operations) W a@auANULTEWD
Yo nensaumalulagasauwme (capacity and system utilization) wisnsaliiauni
wazteymaumalulagansaune (T incident and problem) szauUnISIAUINITIUAY
= . . .l: IS4
winlulagansaumea (service availability) {usu
A ¥ o a ;% a
® siguANAunt Jgmikagalassalunisanliulasnisaumalulagasaumna
Tunmsiuuazselasin1sNaAy
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(VY]

®  518UNTANAINLATLE5E TN EANAINANNLUAIUABAN AU AL LA AN SAULNA

q
[y

i
v iunudsuarsenneuiionanintusasdsmansenusofliuinisuay
HUTENRUTIAR
* snuNanUsHiuANUALS MsARANLANESS LazuuMINIAIUALTIREITDS
o senuANIAUMIINMIURTRRMNrINELaE AN U AL TRS

® s1wnUHANITITUIMsTUIUYAlUlagasEUANEITUSASAEUeN

1.2.6.2 fidsmszuumeluladansauma Smhiiufoanuuloueuayssdeuitufoanfedestu
anasupsUaensedumeAlladansaume suvisdidusmiuinreulumsUssdiuuazdanis
mnuidssiumaluladansaumaiiisddesnnisldnussuy

127 whsnuiimihivimsanudesnuneluladansauna ey 2 line

of defence) 9 MiBUTIMIANLEES waghenuiiuguansufosamungvsneuayvdninosi

1.2.7.1 wihgnuivhmihfivimsanudes whiifmuanseulagnssuiunsuImsanuides
sumaluladansauma advayuliimsUssdumudsadulumunseunsiimsanudes
fitwun wionsteliiUEnm famunnadsuasnumunismuauaidssiumalulad
asauwmalyiegluseiuaudesiioeniuld vomhessnuiivimiidu 19 line of defence
Tnerunuuasdonloseudssiumaluladansaumatuanudssiuduvosdliuinig
uazfUszneugsna uashieueramsUImsanudswonnnssum i fuguana
I

1.2.7.2 mhonuivimihdmiuguansufoaaungmneuasvdninasinifsdestumalulad
ansauwa Suthiifmuanszuaunsinnugua Biuinw deuyulazenunsUfin
MungvneLazvdnnasiTiiedes uastauesonunssuNsTiAEdes wu ngrnede
ganssusBidnnsedind ngraneisenisnsgyhanaRafsfuresiomes ngranen
fheszuunsthsziu Wy WetestunisasdinnionsliufiRnungunewasudninasi
voshesuiiuguaiieades

128  whenuivhmihiisseaeusumeluladansauma Muisauivivinidu 39 line of defence) 3

oadugrraeuneluviednsaasunsuenifmuiudaszanmhessmiiviiih iRy

sumelulafasaumenaghsnuiviiiivimsanudssiumaluladansauma wu

MenunsIvaeungly

®  yYNUNYIMINTINTIIERU INtNnTI98euNISU URNULAENITUTINTANUESIURININEIIY
A o D nd |- = d' A a v | Y a
NMIAUIN 17 line wag 2™ line of defence FIUNWIUBY ¢ NNYIVDY LYY ANSEIUSNNSINN
Y a % a [~4 ¥ dl' yq'/ 1 a cuqd' I3
Aliusnismeuenaumalulagansaumna [Wusy ieaeunuliiulaidnmsujianduluany
wleuy Wnsgu wazseidsuufuRcmumaluladansaune
e iinszurunsnTvaeuiumaluladansaume Naseunquegiatioy Aall
(1) MIVNLHLNULAEAMLATBUIANIINTIEBY (planning and scoping) ATBUAGULALARAAREY
fuanuddnazadsveImMsidnumaluladansaumeavar iusmsuaziUusenaugina
WAZULYUIENITUSINTANULE SIAUNA LIRS AN TAUNE IOULALUMAZIDULIANISTHSIVEDU
FalAsUANUIUTDUAINAENTTUNITATIVEDU kaziinsnuniueg1ateslas 1 ASIwas
ynATINInsAsuLUaseg ity Aty

IT Risk Management Implementation Guideline fhemnunazasiadeuaudesiumalulagansauma | Page 7




(2) n1InTI9dY (execution) 289 toUag 1 ASIMULNUITULAZTOULIATIANUA WagNa1Tu)

' (%
aal o w ]

Tinsmsaaeuilefimmnsaifinundlussnumaluladansaumafiiiioddny uenaini
wmensasseaeumsiulumumnasguidlvuinsuasiussneugsiadmun aenndes
funganeuazvdninasidiieades sawenpsguanaiiveusulneinly

(3) MR (analysis) irdeyaiiléainnisnsavasunniiasesi iioasunanisnsavaoy
LAY BTN IATIRABURLAY ndanus iy Wy wudeudinuides
flenansznusedliuinsuaziiusznougsiaegeiifuddny

(4) MIFBNULALAARIUNGNINTIEBY (reporting and follow up) AMsagUNaNSATIRERULAY
UssiduiidesudlafuimsvommhsnudSusmauasmitnemunansasiaaey tiethiaue
AoRnENTIINIITIIABULazLT IS I TR UgaiiAnTesunTY Safednnaliiinng
UulgsUsziiunsnnadeunagssnulssinudAyndenunulsulslitunmuenssuns
v uLazinsnuiieITes

o {lisnsuaziuszneugsiemsialiifidornayneueniiudassvimihdiussidiussuuvie

weluladfifianuddey Fagliuinsuazgusznevgsfa wWiuidaudududosUssifiu

et invsednsivaeumumalulagasaumAves iU MsuasEUseneussna liawnse

Usziliule Wy msvssifiuszuuiidenududeunseiinisldmeluladlva vionnsuseifiu

AwanssavessrutlumsUiuAsuiiesessumsvhgsiavesdlviuimsuasiussnaugsia

Tuewanmgldannznmaiasuudasanaluladiising

1.3 ulguigineatesiunismivguannubsssiumalulagansaume

Taguszasd Weligliuinisuazusenaugsnatinisusmsanudssnnumalulagansauinaagied
Usgdvsnnuazaenadesiuanudssnnumalulagansaumne
Y a v a o va Id (% 6 1% [ Ao W
131 glivimsuazgusenaugsiamsivualiiiuleueduagdnualdnusuazegldnseundnnisidday
3 UsgMs A N13NWIANNAUYRITEUULALUaYa (confidentiality) A3ugnABaialavassz Uy
wazdaua (integrity) wazaunieuldiuveanalulagarsaunea (availability) agetisuasounqu
ulguresreludl
o ylgurgnssnwianuiuasUasaduaumalulagansauwne (T security policy)

o Wlguienisuimsanudsadnumeluladansaume (IT risk management policy)

132 ulswesinammsasnadosiunagnslunmsimaluladultlunsivimeaiediiugsfi anuides
fidendosismudssinnisliineluladansaumauasaudsensdinislduins deude vie
drisdayarnyarameuen TatiaenedastusumsUseudsuazmssnwemuiuataense
PasNRsgIUaNavIesnnsgIuliFuMssonsulaeiily

1.3.3  ulsnwaainansedlasueudAnnaAnenssunsvelviuinswasdusenaugsia wagldsunisnumu
seetioalaz 1 ade wasdlefinmadouutatedadifoddy sanminsdalninstuaadedns
Ulsueligifendedssumsueswiafwasdmsmuauqualidnsu iRsmnleuelsesgniesmsudu

134  wleuenmsdnuanuiuasasasedunaluladansaune (T security policy) A5330EIN135 N
anusfunsUaendeluues Insaseunquetietios deil

o  MsUsMsIANIInSNgaumualuladaisawna (IT asset management)
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m'ﬁ%'ﬂmmmﬁumﬂaamﬁmaﬁaga (information security)

N13AIVANNITUAS (access control)

mMs¥numuuATUaensenanIen TMLaZ AN L IAG oLl (physical and environmental security)
mMs$hwausiunsUasniossszuunietiedeats (communications security)
nMs¥nweirsaeadelunsufoRnudumaluladansaumnea (T operations security)

NTIAMILAaZNITHRILNSEUUIALULaEasaULImA (system acquisition and development)

nmsusmsianmsimanisaliinuniuas Ugymiiuwmalulagansawme (T incident and problem

management)
e msdmriusugniRusumAlulagaTaUTA

® msu’%mi{]’mmsmmLﬁmmﬂuﬂﬂamauaﬂ (Third Party Risk Management)
a a 1 a . .
1.3.5  ulyuigmsusmsanudssanunaluladansauna (T risk management policy)
lnuAsaUAqURE e

¢ laswieeedns unummvihnvesineidedunisuimsanudssnunalulagansaume

o msmuuasEAuANUEssualuladansaumasensula (T risk appetite)

[

o Favhwdninest suleuisufdhnasnseusunmslumsuimsenudsnunalladansaune i
(1) M3Uszidiuadea (risk assessment)
(1.1) miizqmﬁmgm (risk identification)
flvuinmsuazguszneugsiamsialitimsszymmnisalanudssimunalulad
asaumAiionasAntuvdefiintusie mufanuidssndeananmidlees
wazgodluisng 4 fidwansznudenslsidnsvisesiiiugsia Taowmmsaimnuides
Analulagansaumna AITsyystNtaeATauARY

(%)

o fnsyyiliAnmnudssuasimmnsainnandes wu flivszads foanam
wiogedlng Wusu

o UszianuesAnuides Wy amnudssunsuiiRinumaluladaisaune
Audsswnulusunsy anandesiuteya anadesiuynaing anandes
srugunsaimaluladansauma anandssiunsuimslasenis Wus

® u a1 anuil TrnawieszusnaAamesaiRaunAnieanandes
aumalulagansaume (i)

®  AUWATDINITHAAWANITAL 19U NTEUIUNTUHURNU SEUUNIU UARINT
Uadunieuen Wudu

® ansenudenIngdu nine1ns nsufuRnuiunaluladansaumeway
nshruimviseniugsiavesdliusnisuaziUsenaugsia
fiail fifidusulunsssyaudssiumaluladasaunanisiinnmg

wazmnuitlafangmssinundssnumalladansaumeailsszylilueged
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(12)  msiasziaudes (risk analysis)
fusnsuaziuszneugsiamsdnliinsiinnesianudssiumallad
ansauma tomuuamslumsdamsanudesiivangan laoaasduiunis fod
o Awuaivesmudshumealuladansaume (risk ownern)
o syynsmunuiiflegluilagiiu (existing control)
o finsanuazAumavnLazanunsaidulule
o Anmwinanszmuilistuainingnisalenudesiunelulafansaume
(1.3)  msUszifiuAreandes (risk evaluation)
firEnmsuasUszneugsiamsUsuiivisdlenaianudessumeluladansauwme
wistuuardsnansenusensuiRnuuasmslivimsiesiiiugsia tedaddu
nsuimseudssdumaluladansauna lneesadunig fel
o nuanusinsUsziliumnadssiulenauazaanszny 1wy funnsEy
AuUf RN Wudu
o UssiuAlenmauasnansenuresvanisnimandesiionnindy osey
seuAAAsweLsaz M Inin AT el ulaBansaume
o dndfuanudssiumealuladansaumananslulkun Ay
wialulagansaune
(2) msdansAandes (risk treatment)
frinsuasiisznavgsiamsdaliiiuuimdlunsinns mvau wazlosfumnndes
sumelulafasaumafimngauuazaennadoaiunansussdunrndssinunelula
ansauma Welirandesindeny (residual risk) eglusziuamnudsssnunalulad
ansaunaisausuld (T risk appetite) lngAsATauAqUaE1NTaY el
o rvuanunslunisianisuazmuaundssumneluladasauma lnonisiden
uumdumsdnmsuazaueuemsidssnumealuladansauna msiansantsnudun
uagAsmsvnzandmsUlliUmsuaUsEneUsIAe Wy mavgevovanidssnnudes
nsannieussnilentaiRnaudes mssnnieusammansenuiiiatu maudsde
Tourudssliviheaudy nssensuanudssiilnoudanualiuimsmuiie
dndulalunseeuiumnuides Wudy
o syymwazieavessudidesdiduns f3uiiavey srognaildlunisdniuns
o Uszfluszduamanudssiindent (residual risk) Meglusziuanuidsaiivonsuls
o Fmvhununsumsiansarudessinumalulaansaumea Tnedndduainudfgy
Tun1saniunis
o YausuazveeysAuNUNTUIMIaNsAIAsnumalladansaume

o FufunisAoasurunisudmsdansanudssunaluladasaume
uenanigliuinisuasiusznaugsia msdalidinisfmuadaitinmudesdy

walulaBansaunaiidifay (T key risk indicators) IWaenndestuninuddgyuesinu

waluladansaumensaznuiieldfinauuaznumuainudes
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(3) MIAARIULAZNUTIUAILEE (risk monitoring and review)
ALUSNsuazEUsENaUgIRaRIsITUARSURATaURAL IR N seUINNTtuNSRARY
it Yamudsssumaluladansaume (T key risk indicators) snufifmuauasnumu
anudsaiumaluladansauna Wiegmeldsziuammndswumeliladansaumeiivonsuld
(IT risk appetite) Inemsdnlidmsdmiuiaziuiinfeyasgraduszuy WieldRamuuagnumu
arundesliognadiussavsnin asounguediion
o nsAinpumNAUVTvessAduuIaEHUAsUINSaNsA I Es s uInAlLTAE
asauADg1sraLiles
o YszaunuindudSulnreunaziuivmsisanussniuny guassauastosiafiAniy
o Anwariinnzivamenianudsdifeiu st iveammsnianudes
drumelulaBansaumaiionainfutugliuinsuasussnaussia wayosdnsdu
o spnuAATIvBMMIMIUIMsIanAnudssualulaasaumAnsseUifTun
(@) MIFBNUAMIELA (risk reporting)
Jlvuimsuaziusznevssfansdelidnsuiunsnenusefuauidosuasnanis
UimsmuAssiumelulafasauna ndeuiinsnuransUssdusasnsuimsaudes
Frumalulaansaudlaodeulosivarudedussduosdng saimesnuniiumimdes
FrumalulaBansaumafionaasintu seanenssunsfildsusoumneduusysi wu auseu
mMsUszynvesnaiznssins Wislhlaidliuinmsuaziusznevgsialimsuimsnnuides
srumealuladansaumaiivanzauuazdeios lnonsssaumsaseunaueetion
o anuzuazHadNEMITITuNUMIMHINMTUIsSamsanudswumalulaasaume
Uszd1d
o ansUsmifiulagnisdamsaudssiumaluladansauma Tnodeslostuauides
Tuseauaenns
o it iaaudssiumalulafasaumna uarmenuammamsaiiaung
o unltuanudswumelulafansaumaiionnasiatutugliuinsuasisznavgsia
o awAuhysInsAiuuILIUNTUIMSIAnTATILEe
136  vaiglruiniuaziusznavgsiamsdaliinsnumundninast Uit iRunznizuaums
Tumsuimsarundssiumeluladansaune egnatioslos 1 adiuazynadeiiinsasuuiag
agaitiud Ay

1.4 MSUIMITIANITYUARINS

Taguszasa el lusnsuagdusznaugsiatiyaansidanuiasanudeivgyiieanedmsu
UiRnuningitesivnumumaluladasaume lng yaainsnseauilininunsenindanissnw
anuduasUasademumalulagansaumeavesliusnisuagusenaugsna

1.4.1  TnseUIuMsUSINIINNTUASINTOLMINZAN ATBUARY NMIARENYAMNINTANLTALEINTE
Weane n1sindayearnsiilulumudeivuariedeuluduaudasasomaluladasaume
nsmIANNIANITIAmAlulagasaumna nsduasuliueainsnsenindenudss
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Fruwmelilaansauna Madsuwasiefugamsindyaans saslanmsguayeanslifiseme
fudsunaunsldvalulagansaume

142 fiFEmauesdUszneugsienafinsannsldiumssusesanimsansanusnmsguiisusesialy
(certificate) lamngiuiAsadosivausumaluladaumna ielvldyaansfifiauaudimunzay
fmmirieustaunsaifivsmelunsuf iRt inudilesumeusng

143 whsnunineInsyana mnseaeulsyiivesyasinsieunsindnuaidsmwesiumisnuuas
e uiiaey Wy Usz3insfinw UseRmsvineu UseiRonsanssy deuainsangls s

144  fifesmuaniodeulvludygrirviesadeutotidunisluedng Tnendnisunuimmiiig
anufuRaveu nMsufiinuuleuisuazdefmuaiisadesiunisinwanuiunsUae ade
sumelladansaumevesilviuinmsuaziUszneugsna etlesiumsslvavesdeyaviornuidene
floraintusioningausumaluladansaummosliuimsuasiUsznaugaia

145 Iyaainsuazyananiguenildiunisitdehanudila Sunsunarasungeuiuiiouls
msiisnResslouietfumelussing Wenenmsinvmssiuanaendesumaluladansaume
Yojli3nsuaziiUszneugsia uardennasnsliiliamedeya (non disclosure agreement) Aaui3a
UURnu

146 Snssviunmssesiuidefinaudsuulanieduganisiienu wu nmsfudunindvesgliuimauas
fuszneugsia msudmsdansansdesiinisusuugstnduiiagiu Tasameilefinisiasundas
funtsnuvoauaamsinany nuiesiimsteaslififsdossunmuinauieuadins
vihfiuazamiuiinvey 1usy

1.5 msdustuliyaainsaseminfeanubssdnumaluladiansaumnea (T risk awareness)

TnnUseasn e luAaININNTEA UV MIUS MIwazHUSeNaUsIN AL ANUATEATNDINITS NWIAUI LAY
T 9 9 U Y 9
UaanNgmunaluladasaune

15.1 ﬁmummmmmmiamuLLazﬁwmmmﬁmmL%EJDGUW@J@TWLMﬂ‘[uiagmiamm (training program)
finsounau Mmssnweuiiuasaoafefumaluladansauma nmsuimsanudssumelulad
ansauwe v evdninasinifedestumaluladansauma Wiudyaansynsziu Taedimsinuszaviua
vowdngasiinousuiidatu 1wy
e vdngnsilneusuyrainsitisadessumaluladansauma (1° line of defence) TiiAnu3

uazAadenaiifismesensuftRnuwasmsldau

o wdngastineusuynainsiiertesiuaufunsuimsanudssinumaluladansaune
nsifuguansUURnungrneuasudninusiiisdesiumaluladansauma (2" line
of defence) waznsnsIaapumumAlulagatsaume (3 line of defence) islAnu3uay
ﬂmuv?fmﬁumgl,ﬁmwaﬁ%szq Usziilu waglvdaiavanuslunisusudgeuseananinves
nsdanisaudssnumelulaansaumnenivitieauiivhntfi 15 line of defence

152  fwuslUsunsulunsiaduadnannuasemin (awareness program) Besmssnuanutiuaaense
dumelilaBansaumna anadssinuneluladansaune n1slinusyuuegiaonds Wy Mvadeu

304 social engineering wa phishing NMsdndeuunuiiowisuanuniousuilofunislaufinmslaues

st TneTusunsudananmsesounui s UANENTIINS JUINITRUGe wasyranTyNsedy

IT Risk Management Implementation Guideline fhemnunazasiadeuaudesiumalulagansauma | Page 12




sufayprameueniifiesndes suridimsdaansuauaiemunssainogasaiiles uenainil
flvuinisuaziuszneugsia msdalifinmsusznduiudifioateanuivieainseunszuiin
Tunisldauuinsmedidnnseiindegavasnde Tiunaudn dldusnsvesssuuniogndn vise
Ausmamauegwaiauese

153  fnszviunmssesiuiflefinaudsuulanieduaanisiienu wu nshudunindvesgliuimauas
fUszneugsia Msudmsdansansdesiinsuuugstniutagiu Tnsameiiledinsiadsunlas
funsuniedugansiiany savieainisdoanslififstosiunsuiamadsuutasins
i fiuazeusuiiavey 1Wudy
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2. MsInwAuluAsUaannen1umalulagasauma (IT security)

2.1 mMsusmsdansnsndauaumaluladansauwmed (T asset management)

Taguszasd Welviimsdnimedeusiensninddumumnaluladansaunmog 9ATUN LA AIUALA WS
nindausmavelilagansaumalidenumiodltnmusraimasessunsiivs mavierdiugsnalaeg wiaidias

a va

211 Awuanasgiukazsedouisu)ianisuinsdnnsninddununaluladansauma aseunqy
nsdavimeleusienamingau nsufuusmedousignsmingau nisendnuazionfunindady
2.1.2  dalisivihgauguRaveulunsdni USuusmasideusenisnindduiumaluladansaume wag
thysdnwmindausnumeluladasaumaegsainaue nuiimususesfuningdudumalulad
ansaumeilndazAuaamuotgnisldan (end of life) wieAuganslsuinis (end of support)
MNRANLAoEINEaNTIUN 0l
2.1.3  dnmsdavimeilousenmsindaununalulagansauma (T inventory list) 203815033 (hardware)
LazaeNiLa3 (software) fisassuszuumaluladansaumeesflsi3nsuaziusenougsia eg1sasudiu
wazlumednuaidnus Ineaseunquesnation fail
* Gataausiing
L %aizwﬂﬁﬂ’ams (operating system) a5t
® Faszuunu (application) waviiosdu
® [ J1veminddu (owner)
o Uszinvuasgunsal Bvie waztBunvnamaia (specification)
®  YINYLATENBWBITITALIT (serial number) UAEVINEIAT19BIVBWENALIT (software license)

® A UNIFY

o Suiisudane

o JsuavnsAseunses (Feviewdn)

® SwavlBunyuINITERUNTITNY

° Nuﬁﬂwgq%’ﬂméﬂq@

° 5u§uejmmﬂ%&mmué’mﬁyﬂ (warranty) LLazfuguqmma%’uﬂizﬁ’umﬂ%ﬂm (support contract)
° 5’u§uqmmﬂﬁu§mamm§m§m (end of support)

-

214 fimsuiuugmadounenmmindauiumeluladansaunalndutiogusgwieiles lnefimsnsiaaou
yiwgAudumeliladasaumaiifiogaisiunadounensesvainauoetedoslar 1 ase

215  fnszuaunislumssnidnuazSenfuningdu (retum asset) iloAugamslinuaseunauimingay
sumeluladansaumedldaunelussdnsvesglivinsuaziuszneussia uaznsdifiyananieuond
nmsldnunindauvesdliuinisuaziusenaugsna Tuiififinisendndaaidnedie
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2.2 m3ineanuduaslasnievastaya (information security)

Taguszasa Wieliinssnwiauiupslasndevesdeyaiagliuunsznviasdidnnsetind Aseunau
mssudsloyanuszuuesetiedoms nsdanunselitoyauussuunuuazdetuiindeyanie 4 n1siiu
Shwuaznsvianeteya

n1s$nwanuiuaslasaievadteya (information security)

221 mMuualuiiidvesteya (information owner) Suiinvaulunisfimuagldeu ansnsidituag
nsldnutdeyasgrsannsiy

222 fwuavdninusinistatunuduresdoya (information classification) uagisnisdanisdoya
(data handling) mu%’jummé’uiﬁmauﬂqmaamwﬁ%maﬁaga (data life cycle) Raus n13a3ns
vemsldundedoya mavszanana madaufiu nsldnu raeasunisaeteus nuisnssey
Fupuduvesdoya (labeling) pgadaau

223 fwuauuamssnwauiuasaonsuvestoyaidonadesmutuaudy aseuaqu
o deyatioguugunsalilléufsian (data at endpoint)

o dayaiiogszminsnssuduiueieuns (data in transit)
o deyatoguuszuunuuazdetuiinteya (data at rest)

2.2.4 ﬁmummmqmsmuamaL.La%’ﬂ‘mmmﬂaamﬁa?ﬁlaﬁ’uﬁﬂ%yjaiwd’muﬁa (physical media transfer)
dielitimsauunsiindsdeniideyaddnlusyninanisvuds

225  AmuannsgiukazsedleuisuiRnisviiaiedeya (information disposal) ATEUARL YBULYA
wihfinusuinveuresmtisnuiiieides Bnshatedeyalvidenadesiusziuaitudfy
yostoya Inefinszuiunsmuaumshanedeya finsounaumseysiianmhenuiwesdoya
AouAliuns NMsAvANNYIaeludneae dual control MsaeumMuMsUuRnulaeimtineu
suisdaliinmsdmihmadeunsmetoyad i loseyfuiaveulumsvinanedeya uil nan
vilamasdetiufindeya serial number wazisn1silivinaneteya

115U IIAN1sNIsdnsateaya (cryptography)

226 MmusnsgukazsafeuiuftRnsuImsianisnsdsiadeya aseunqu veulwAnig
ANUSURAYOUTB MBI LTI AT B Bmsiniateya (cryptographic algorithm) fiaenados
MUTEAUANNAIARYRITEYA LarnNISUTMIIANITNALALINSTETRLA (key management)

2.2.7 fﬁ’mumiﬁﬁmilfﬁwiﬁaﬁﬁa;ﬂaﬁﬁzyLLazﬁziaqmqmi?%amiﬁi%%’udasﬁagaﬁwﬁmﬁumwaﬂ

228 Fnsdhsiadeya aslimsgumsidisiadeyaiidetiolduazidumnasgiuanna Wy nadhsta
ToyauuuaNINgs (W AES) mssiadeyawuusauunns (public key cryptography) iusiu lned
msnumuUsEAvE e fisnsisiateyastsainaue Weliuleinisnadsiateyadiliny
Fanatinuudausiiiesne

229 asuimsdamsnauadisiateya (key management) msimuanszuunsiTaLiany
Uaonstasouaquiaus mMIaiauarinds nsdnuiu waensenidnnauadisiadeya
msadsuasiasenguadhsiadeya

e iimsmuaanmInseslunsassianianusanuuaensy wu deonlddliusniseenluiuses
(certification authority) Mundede Tuunsunisvhatendnguildndminasanguaudiiasa
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o nuuudisviadeya axfedlifintnauvieoyanalayananiledataiome

o fwuavavemuIiheiateyafiirusnifismelunstestumsgnaensiia 1wy magnlaud
WU brute force ludu

o nsuanuAgunUIRBRIUNTTUIUMSIAY TR sTiUABN Y

muualdlildnguariisiadeyameriuiunalessuuay
madaiunguatsiades

o dnsinwiauvaonsevesnyuaiistateyatisdu physical uag logical Tasldgunsal
$nwanaasadie HSM videgunsaliviwmhiludnwausiAeadiu

o nsdmesloyanauaiiaiadeya lngdsmanuinumnauadisiadoyaynd1sosodinissnw
Anuaendgluseduieniunauadisiateyayanan

msAsunazfinaeunguaiisiadeya

o Mvunnasiuasuumslunisiasuazifinaeunguadisiadeya 1wy nstingyuanuneny
aasle vselivaonsey 1Wudy

e MunuAnszUIUNISIaIenaud tnedewuiuladnliaunsatinmuatiuanldenulddn

2.3 N13AUANNIIIAY (access control)

@ s A val a Y} o ada a a a 1% = a a I3 o o &

TnaUseasA e lilinsusmsdnmsuadiavsasaransveslldaudvszans nmmdulumumananud iy
T v U U ,

YBINNS N ULALEDAAR BINUNANNTHUIBENNUANUNALULAT AN TAUNANA tngdusataaun1snD

Tneluilisuounym

231  mvuanmsgiukarseideudiinisusmsdanisdaydantauas Uaagldanuneluedns aseunqy

v Y
¥

MINUNTURAYeY NMsMmuaavsnIsdnds Madnldau myaseuniulasnsenianans
23.2  fAmuaunun nihkaganusuiiaveuvesldnuniiansguazgldnuldaau
233 Unddldnuniiansas aseunquszuuUuRnis (operating system) seuugutaya (database
system) 52U (application) gunsalla3evne kazgunsaisnyinulaensiownsadiy A5l
NsAIVANYNTBY Fll
e aupuuan1sWans Inedrianuunuinming waganudndulunislda
o v o v A ¥ Aaa a I Ao &
¢ iU IR lTUNTENSgavinnT
o iseslievisonsyurunisadne dauiu Onld eud® nsfanuszninenisldaunionisidngs
SPUU 0Ya SIusaumunaensidauvesUniinldauniansas auseussezianfiaonnned
[ a 1 [ o ~ Y] ! ¥ a a g o &
Auanudgsedrlulsed ieliiuladinisldnudnsiduluauveuien wazaiudndu
Tunisldau
o MnuATsNITEYmIRULarigalmaugldnuniany aenaqesivuleuiy wasgrungliuinig

a

wazdUsznaugsivnmuakazunsguananiluivesnsulaenily lnvegtesaisldiznis
WgUMInULUY multi-factor authentication

o JafufeyausziRnsiaauinuuaznadiie (access log) wazUsyIRmsaiiiueu (activities log)
o nsalUnildnuniianigeaiunsadnfassuuuusnig (operating system) szuugIuteya
(database system) sgUua U (application) gunsalinsetne wazaunsalinwinulaendy
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\ATeYY ANYoanansiiifeszezlng (remote access) fliusnisuaziusenaugsia Adsll
mamsAufiiunn eghaties il
(1) vooysiAnouindsanszeglna (remote access) aguinsandn lnglldianinsdlidl
ausnduindu wagdinszezalun1siiIfessuuUfuanIg (operating system)
J¥UUgIUTeYa (database system) seuuau (application) aunsaliasetny wavgunsnl
SnwAnulaensiensedie

(2) Mnsfigardsnugldauuuy multi-factor authentication waznnsifieusies virtual
private network (VPN)

(3) muaumndldeu lnesdanmadildaulfansgunsaiildsueygauity wield
wmelulaBuimsdnnisialosmenfinmesuuuaiion (virtual destops infrastructure) e
anALIABINMSAN malware Wiomadnfsszuuaudilsivangay

(4) annsasyyLavaeUIULaTesUnTaiiesrUuUM it deusetiusy uuieT otne
YOIRIWIUINITHALEUTENOUTIAA wuusreglng

(5) apumumsiidsssuunuszeslnanntyildauiiansgneyananioniisauii
mududaszuariinnuiaudsmgfisame

2.3.4  UgydvesldauynUiivesseuuufUianis (operating system) s¥uugIudaua (database system)
58UV (application) aunsalnIevieuazgunsalsnwiaulasnsuisoiy
o fmupavsildnumuunummihil mssuineunazarmdidulunsldnu
o MuuaiSnissEyRInuLariiglfiivunzay aonndesmuaiuides aenadeiuuleuis
wmsUTElUIswarUsznougsiaimua
o fmusnmssasiashud iUy fldnuliduuds lneegredesaiseseungy fil

(1) mstduliFeustariuafausnfidldou

(2) upmsaRIutusazseunsTdsFaEAug

(3) fvualisastarnuwuududou (password complexity)

(@) Srunuedsnisldsiiasinuio

o limsldtndgldnusmiugldnudu
o nsaliliEfldeuiiennsainfdeuamntn flivimmeszuuargnéniiBensetussuuieiene
doasansisa (nternet facing) {liuinsuaziusznaugsia msfvualinsiigamn

Juwuu multi-factor authentication ag13lsfinau winszuulfuifinig syuugiudeya

seuunu gunsalinIednsuwaraunsaiinwinuUasndeinsevielisesiunisiiaatiiinu

LUy multi-factor authentication glu3nisuazfuszneugsa amnsaldisn1sdudi

Usgansnmidisumimaumils 1ileanenandssannmisgnuasuudasinldlagine
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2.4 M33NANULUAIUADANBNIINEATNLAZENINLINGDH (physical and environmental security)

[
o

Jagusrasd Welviinsshwanuiunslaeniowaraunseuldnuegudreuinesuasiund sy

o

MgTeaiusvuumallagansaumaiiemesassugsNIoL 1w aLios

¥

241 MsauauMsidIfsaudasuiinesiaziund1Ayae 9 aglugudaouiianeinisnignin
AITATEUARNBENNUDY Aall

£%

e MuuannsgIusarsEilsuluRmuannsiiifsrudaeuiines (AudY) wasiund1ftyse 9
melugudnauiines

o fmuAnszUIUMIIANIAVBUATMhBNURSURaveUTaU Tunsdhfsqud roufinmesuas
fuitdndry Whdulumavdnaudniu gnifes uaznduilagtu Tnsegnalissaseunquides el
(1) davhensrmsmuaunslviavsiaeandestusumisiifauiolfiluuumanisimue
ansegrnlusyuuuandulagiu (authorization matrix) Wagdn1sNUNIUANTIIATUAL
m3lsani3 (authorization matrix) nassiiiimanAsuuaniaidulsssedsiosnn 6 ou
(2 mseyifRnadhdsaudaeufinnes wasiufiddymelugudaonfiuned dosfuiunislag
fatemneeysiRuazasandesmunsenismuaunnslians
(3) YsuUgy/ snidnandnisidn-eengudn viuiiindnauateen lonéne vieluasunting
ANUTURATEY
(@) fimsnuynudvdnisdn-oengud TaefiilsunaeysiRedsainaue egrsliosnn 6 ey
o mihdslneninnuiliildtimihiufoRaulssineluguds wieyaranmeusniinszuiuns
Tunsmuaumsdnfauutang Tnveghatosmsaseunquides il
(1) eydfAlnediisrunaoyifnounnads
(2) Wmihilgudaosfnnesiinna (escort) fiihfauuuiaasinasnszaznaidunufofnu
melugudaouiomes
o fidmihilnuaunisastiufindr-eangués Tnsfituneunasiedosiiofiannsaosryfnunes
filasueugnlidndauss uwuihnem wieursinimadeusudmivasufinnadi-oon
auds sevazdoaiivsmedmiulfiidundngulunisnseaeuiiannsasyusnyanald
o fwuAMImUAITMEA AT sTUUmMUANMEETshe M sUdreLTames uariuiididny
sin9q nelugudpoufiames Wifdldiansyanailldsuaynmmudnsildfuneumnemitu
Tnssvuumuaumsinnuannsaegisios duwolud
(1) sesiumsfigrifnuvesiidrooniiuiiddynislugudmeniamosuuu multi-factor
authentication \u 1% access card door $3ufusaRIUAILA (PIN) TIudaszUUAIUAY
nsiiheenanunsatesiunssuientng (pass back) Lagnsuaudnaeuiianwieudiians
(piggy back)
(2) amnsatuiinuazdaniu log flles vosmaddsue« uasiuiddynelugudy IWegagnifes
wiud wardiswazBeaiismedmivliidundngulunsnsaaeuiiannsassysyana

Anszdile Wneiudeundadussesiiategiates 90 Ju Liluanunfdenusiupsaensde

IT Risk Management Implementation Guideline fhemnunazasiadeunudesinumaluladansaume | Page 18




(3) dnszurumsasunu log files masnaungilsununisin-eenaud lnegnilgnunveudd
at A a8 tBeYN 30 TU WieAnMUNMTIUEUEY NHAUNG WU 3aaavsend
MRaUNA vsan1sneneudnfdaeyanalimanzay

(@) ansaudaieudifendeulafinvginundlaegreiunisalnasn 24x7 vy 1 eny
manegfeiunddgnelugud Inedldlasueugin msiudn-eengue« naseg
willil s Uausendneld Wudu

Y = dgl dl 6 dl ] a o L 3.}1 dl Q:I a v L4 d‘
e auAUMSIIT NI UNToUNeNAUEY Mvisnzal Wi diunavSesinduas I win
ATIERUNIN I -BRNUATINInTIRdaUE ULy WUk SnvislimsudaeniiuiiaIuvense

.. . = & A ¢ | a v .

YAAANIBUBN (visitor parking area) siufaud/ gunsalilylunisvudsduan (loading docks)

20NNUTLINAUEY

® FnRNaeNRTUaUTNsaUNeNDIANIAUS Y Ustaniauinauds wavangluaudy og1eane ield
Jueseseddglunisfianiunisidi-een uaznisnseiieingg aelugud neiuduiinnm
nndensestnliifusseziategiades 90 Tu uarlinmidanuiannudaauiisiweiiagly
Tunsigasnangiu

o ligmihiiguasnwanuuaendeaud EhseTsuseuundensta (CCTV) naaniian (24x7)
o ° ¢ a ¢ 6l o e = v v & Ao o 4

e viunhgunsalreniiames visegunsalianansaduiinam/idealiidwnneluiunddgnielugud «
Guwsvglasueugnlaggnisunveuds

= & A -] I v aa a & |

® AvaUTEINANALAzRUNIlATRYIEAITYNIRIvaLlug rack NinsUndenagnaeniian uas

mavindisssaduiuy dual control

[V

242  msuImsIamsaudaeuiinmes (facility management) AisAsauAquagsay ail

o dnliguineuiinmesdisesusnooninngudnouiiumeman demsiiszosvieiifiomenaslild
szuvanssalnannuvaadionty ienszaeaudsuar lesiuldlildsunansenuiieaiu
wu szuuliihudessuulnseuwaudades nsusyinaiesataa defidinissssuwd s

o anuiinsrudreufiusesiogluiufidets wu feeglndduihtu duufa vemsdau msdmua
Dutlidevilwosnmsfiosaniimesguds dwiunsdlausaenfiuseslutlgiumsialsiinsms
5995 UmRRNBUANAYNTRAN

o muiikigudneuiameimitenaineimsdtnu (stand alone) Tngeanuuulassaineerns
aouuaznisfindassuuanssaUlnafivnnyan

¢ laswaiwienmsaudmeuiiames gnesnuuulianinsasessusiesiig 9 Tussdufivingay Yaense
wazenAen1sany feil
(1) NMsYNIN MINUINAE waznNTTRIuLsIszLdn
2) msdesiugadsy minnsuenaudaeuiunes awnsadullsegaios 4 Faluse nfanely
Ffuituidwaansaruliildedneon 2 Halus wevshfsiuiiufiau o aunsafullfodaies
1 2l
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o szuuliihdmiugudneufiunes msdnidadoseehation fell

(1) wunedglnanasuenindsgudnauiames Tauiudunnielil (feeders) anannd
elnvaenislil (substation) andgudaeuiiames agtos 2 ldune laednisdeln
¥euiuita 2 1§uma (active/active)

@) dunselimelugudaouiames fdunudumadnely fusgunsaifulnihussgs (high
voltage) wilautaalniin (transformer) gunsaladunissunssualnii (automatic transfer
switch (ATS)) wazaunsalusuuseiunagdsaslnii (uninterrupted power supply (UPS))
Wauisgunsaimelugudreufiames ag1aion 2 s Tnefinmsdnglindeuduia 2 dumns
(active/active)

(3) gunsalreuiiunesuazgunsalansisallnanglugudaeuiinmes arssessunseualin
IN@RRFUN (dual sources) wiivingunsallalaianansasulvann 2 wdunsld deadinng
aﬂﬁgﬁqﬂﬂﬁaj Static Transfer Switch (STS)

(@) Ansisgunsaiszuuliiin i high voltage, transformer, ATS tilpsassumsvinuresgunaal
ddylugudaonfiumed uuv 2 1a lesusazaniidunamaiunssudlsluonanduuasisor)
AUAZYeY (compartmentalization) Mngunsaiyalayanilmgavzinniooysenintanis
thysinu Snyadesanunsadrelnunuldegwsioiiles iiluazynnisiadlinsounqy
Amudssnnsdiniededaniemildlugemegnus invioag semitimatigeinw intesiivde
Foseanansnsesiunsliuinisidedwieidles (Hulassairsuu 2(n+1)

(5) Ansegunsni UPS uay generator iiesasiunisvanuvasgunsaidrdnlugudaouiinmes
uuv 2 9 IneustesepdidumnansiAunssualiuenaniuuaest sog Auasiios (compartmentalization)
vnguUnsal UPS/generator ynlnyanilsvignvzinvidentszninanistngsinu dneyndes
ansndglunuldediseiiion furazyamsiniilinseunquanuidssninnsdi
irseslandemilsluyangauzinvidoagszminamsthsssnw iedesiivdedesanansnsessu
msliusnsldesnadaiiles viadasfimsdanisan utilization Awnzasniielfszuuyhamld
otsraLlesuariiuszavEam

6) \floiiamnnisallwiidades UPS massesdumsliuinisediades 15 undl wazifisane
sossun1siiusnsseminsiisentsvhaurennsostuln (generator) (Tassad1s UPS uaz
generator WUuwuu 2(n+1))

(7) drsesthiulilussduiiiivaweligunsal generator aunsndslliiguinenfiamos
I¢oghwaiionduszaznanagnetion 4 Yu uarfinasmslumssndunisfiovudeiy
indaguen iisduiiensliuimsedisdeiios

(8) Qﬂﬂ‘ﬁﬂjWUUVLWﬂ’l 19U high voltage, transformer, ATS, UPS W@y generator aﬂﬁgﬂuﬁaﬂ
fusnmnviesimifiugunanidu 4 Tnefimemunugamgll Aty wasdimsssuisomefivangea

¥

® SzUUYANUEULATAIUANAINTY AsAnTliiusetegatay Al
(1) AnsszuuvinaudulaymMUANAIINTY (S3UUYIAILEY 1) WU precision air conditioner,
. oy = U dy Ao o IS d‘ ] =~
computer room air conditioner (CRAC) Lio5833uNuNdAgy~ lnefiiaTosd1909iie
sessumshaulunsaliesemandiavienanssinvseun 365Ny 1ATevaeRasEdse
seafumstiusnislaeg1wsioiios
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2) svuulwihuazszuuvieidu (chiller system) fisosfuszuuvhaudus msfissuudises
annsasesdumsliuinisldognsdeiiies Tnsssuuarandus mseuaugamnilied
58I 20-25 C° wpgALBuil 40-55% dmsuiasiifasnsmuauauBuuaznuty
Tiangan 1wy vieadaiuiedosuszanana viesdaiiugunsninietne viesdnifudetuiin
Toya Wudu

(3) Anssszuuanvingungiivazanuty nefasdlvinsounquituiidndy uasdininihse s
Snwspdugamgiuazeudulieglussdufimanya

o szuuilasiu/ seiudaidty uarsvuunsaiutniidy mseseunquetieten fil

(1) fasszuutiost/ sziudafise (fire protection and suppression system) laln gunsal
naaduatusazaudou (smoke & heat detector) uarsruusziudadde Tnofasls
AsOUARNYNTIT

(2) Fafuimdanuuiiofio (hand-held fire extinguisher) asdesfindslvinseunguituiinigly
AugADLNILMDT

(3) Fastszuunsiadutind@u (water leak detection system) Tnefinsilinsaunauiludididey

o msthysdne msnseunquegsos fiil

(1) fuanszuIuns wasimihiisuisveulunsasmadaUszdiiu (Daily Checklist) w89
szuvanssaglnafiddgluaudnonfiunes 1éun anmundesvesanuiisafiugunsal
LLazﬂ’livTNm“Ua&qUﬂ’iajsi’mﬂ 1aun high voltage, transformer, UPS, generator, ATS,
precision air conditioner, chiller LLaSQUﬂiajﬁﬂﬁm’su 9

(2) FolsEnanvsefidormayinnisnsaada thsssnw (preventive maintenance) uazudly
dlouindlaymn (corrective maintenance) wwmﬁﬁ%ﬂimﬁﬁﬁm \Wu gunsal UPS
wuaLmeIvesgUnsal UPS qunsal generator chiller system szuutlasii/ seiudadsde
LarsrUUTIRduLhiiBl museussesiafilkEnuuLLh

(3) naasunislidauszuvatsisydlanedisainiaus Tnslunismaaounlsfiesy Talals
msmaauﬁ?uﬂswmamiﬁwLﬁumuﬂﬂamaa;ﬂﬁu’%msl,l,azﬁﬂszﬂauqiﬁa

(@) Tszvugudnanslunmsianmanuzvesszuvassnlnaiddyneluguds wu gunsal
UPS, wunaivesgunsal UPS, gunsal generator, chiller system, szuutlasfiu/ siu
At uarszuuamnduih ity TnefidwihdihseYassuunaen 24 wu. uasilsvuuuds
FoudnlusiAliAedomnuiuiidledivmgRinund

243  FalAimsUszfiumudsesquineninmes aseunquiadidesesslesluzesnnulaons
vosfiufisounenguinenfinmes o1ans uazaglugudaeuianed aundouldvasszuy
ansnsaUlng UseAvanmssuutesiusdesn 4 uasanaiissevainsufiinumelugudaeuiames
mMsUszifiuanudssmsiiiunisedenduuszdmnd uazilelinsdsuuvasiidudfy

TaeinstuinliduaednualsneshaziiiauafoAuznsIUNITNLASULDUNLNELNDNANT N
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2.5 M33NEIANUNTUAIUADANYBVDITZUULASDYN8EDES (communications security)

Taguszasd Wielillaseaswesssuunsoredeasiduasasnss dnmsoenuuussuunseuIedeans
Mmgaunuiesguana waziimstesiunsahseiimsuninvivedennaailuguuuusiig 4

251  Mmuannsgunazszdeuisuualunisivdedeyariiuszuuiadediedearslussdns uaz
semsszuueietedeansmelussdnsiussunieeredemsnsusnasdnsvilausiunsUasnd
Tnmsdaliiumaedosiunsiasuuladly meanudemevseinfedoyalaglaildiueygyn
uwazinszuIunInTIRae Ul ldueg1alian

252  wlmenedeteddiiu private network uaz public network 8env1niiu nsdkUsuenadetie
Hunanedu arsldgunsaiinmanuiaendeinietedidsitefuluwiazqaiiio anaanudes
fgunsalirdevnenaiidedniifeaiu

253  dasslouiaietne demilitarized zone (DMZ) Wiosasusruuauiidosliuinig fndodoasvdo
wanuAButeyatuneuen Wy sTuUNU Intemet/mobile banking sz e-mail Wusiu Taglsidmng
Server Mifluszuuguteyadiaylilulsusing

254 daudanietivetaminza lnemdds seduanudifyvessruuny seruauddgyuestoya
fignuszanana Tamfenrmdndulumsdesdeainszuunudy 4 vieannousnesins wazdalsil
msmuammsﬁawiammwmmsms] Wnfsruunuiteud e aduan

255  qafifinsuiisniedoteiiianudidyuaziimnudes msdndigunsniinvarinasadoiniete
fflanuensnsalumsmuntLazAnnses traffic fdwuszuuiaiens madseismsyngn matosu
M3yn3n wazmansaadulhia videdawadeineg fenaynsnidrginiete

2.5.6 Iﬁé’fqﬂmiﬁ%’ﬂwwmuﬂaamﬁaLﬂ%@ﬂwmﬁaﬁ’mmm traffic Tuszdu application Iuﬁgmﬁﬁﬂm%amiaﬁ’u
Internet 1 1514 web application firewall s

257 enuau uarrialianzgunsaifldsvonariniuiiannsodhdssuueietiold sudsdnesey
fmuvasgunsaifindeuseiuszuunsetEag Ay

258  ilianzyanaiildfuseusmarnduiiassadhdessuueiods Taedsiia dnslumadnis
szuuiierelegluduiiiirnusniu ussmnzaumumihfinsiauviidy

259 msiidsgunsaliedetne uazgunsaiinuaudasadetiieudmsdnniseisneg msisiuesere
e fuenesnanLeIeeUnd LﬁaammmL%"msluﬂmﬂﬁlwuﬂamﬂmaﬁm%mhmmzqﬂmaﬁ%’ﬂm
andasndeiesetnelngyanailildfuoun e

2510 nsdifinadeusomnaniedetnennszesing (remote access) Wiovhmsudluuas videsarmsnfives
yoaATeaity gunsaleet1e videlUsunINsTULNU Mmsinssryinularigatfnuesynaa
Tudnwaly multi-factors authentication waznsEyauYemstaLUaonfe Wy SSH, VPN vi3e
SSL/TLS 1iusiu

2.5.11 wWasu default password Yo3gUnsaliATalny wavgunsalinwiauUaensieiasetiy SavaUsy
é’?ﬂﬂ'wmﬁ%’ﬂmmmﬂaamﬁ’ﬂﬁtﬂuiﬂmummgflumsﬁgqﬁm’mﬂaaﬂﬁﬂ (security baseline) ﬁﬁzﬂﬁu%mi
wagHUsENaugshanvug

2512 fnsruumsviserdesdielunsnsvaeunmsiudsunasieg Adstutugunsalindets uazgunsal
Shwrrulasaduadediefifinnsanindmiuddyriefianudss wu n1sdeuntas service
MsAsuuUas port waziinsudadeuludgilisuueusue
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2513 StnanslunaivAsuuiasmssivesgunsniadode uargunsni¥numanuaendeedods uay
NNSLNNNRIEIDNITUTUITIANITTZUULATOUY (configuration page) Lawwﬁﬁ%’uuauémmﬂmfu

2514 Famuanuzenumenldrumesszuuirietioindsegluseiu service level agreement (SLA) Aifimus
wazdaliinszuiunsdanstam waeituitymideszuuaiotedades

2.5.15 gliusnsuazguszneugsnaasetiedisesmsiluauazsneiugliuinisuazguszneugsnanan

2.5.16 nadeUsTULIAIeUwdems uazgunsalidetneyndseeesainane Weliulainszuuiaiets
domnswdonldany

2.6 M3snwanulsaslasndelunisuifnuiumalulagansaumna (T operations security)
2.6.1 NMSUTMIIANIINTIUABULUSAS (change management)

gUszasd ielrlimsusmsiaminisasuwlawmumaluladan saumeaenAd 0wULNASHILEING
Tnedinsauaunsanulasadedulumuingussasdiinmunliegsasudiugnies

26.1.1 MuuannsgiusazsedsuiIsuuRnisuinmsianisnisilasunlasedraduateanvaldnus
WeauAuNsiasuLladlassaisiugiunumalulagasaunalidanusanuiiiens
M515eUUTUlF L3 NMSASANTEUU NMSARG patch UWsEUUTnuS 5959 Wudu
2.6.1.2  MAUAUNUINIATLEEAIINSURAYEUYBIIUIIMTNLASUNBUNINETTOANENTIUNITUIINTIANTS
n1swaguuyas (Change Advisory Board: CAB) &amisusenaumeiusmisanvihsnumealulad
ansauma wagvhsnudldnumeluladasaunanifeWesieviminussliunanssnuiasiansa
winranuILduneueyiR s iiunsidsuasszuu Jeadunsudluvdsudadagldldsuaygm
waglilliiianansenuionafniussuuieIes Inuasounguetetios Al
e nansUssliuAUdsarkanssnuraIn sildsuilas Ineliniig ud1e9ssUULaY
HvhneewinsUsedivesrUseneuiinedes i svuulaseasuinugIu ssuues R edems
- v 44' 44' Y I a ] 1 ] o Y]

warnsweNsenussuudy Wisliiiulalainnmsdsuwlaniu linssnunenssnwenuvasnsie
AugnApLdeatioln Anunsaulivesszuy

® uan1sveaey e liulad1sEuUlANIUNTNAAEUBE1IATUAIUMUNIZAURIUNINTTIULAE
seileudsuURveliusnisuasusenaugsia

o Jadnansetymiang q Mnulussrwinenisnegeulasunisunlyegiauvungay

e unudaundu (roll back plan) nsdlvinsivdeundaslidnia tesesSulaymdndes
sEnInNsUasuwas

= A a 9 =

e ssansiasuudatiuningiy (change calendar) WiaUIMsNTNeINIULATAAAIIUEES
WOHANTENUNDNAAATY

wenanll fuInslasuteuninevse CAB msiin1sinnunanain1siufguluaseuu (post

. . . A v 1 a gj < (Y] ¢a o

implementation review) welvisiulalainnisidesuwdastudulumuinguszasaiinmvue

va 1% a 9 = = 1 Y A

2.6.1.3  gifgitedlunszuiun1susmsdnnisnsilasuiiaaisinis wlsenviifeganungay
(segregation of duties) ialiliupnalauaranilsaiunsaufiRnulanudduauaunssuIuns
Wy JHidvEseme gntdundlunseusiinisdsuiuas diausadiiunsiisuuUassyuy W

2.6.1.4  dvaninaslunmsiaUssnvnsldsullasssuumuauidesuasenud Ay idanu wu nrsdsullag

AV Yo va & & a Ay wa
Wwsgunlasueyddunismly (standard change) n1sasulasifawoyiRnuNIEUIUNTS
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Unf (normal change) wazmsidsuntasiidossiiunisogusesau (emergency change) lag
fusnsuazisznougsin mstmuanszuiunauazduneulumsinnisnsdsuudasmi
wsinzUsTINRE MmN YEY

2615 nsfimIwAsuulasiidesiuiunmsesasaiu mstinsguunmslumsiinsananuideuaskanseny
sufsesyianfuinsilddunoumneliausadadulaldnsdiseriu lnsaendadiiunis
Tiinsonufuimsiietesuay CAB lafunsulaeis

26.1.6 FvensUasunUas (change request) MIIASUNTOUIIRANNMUIBUA1VBITZUU (system owner)
deliiulalinmsversasuadlsumsiimsanmiudidustaumnganmnhenudivesssuy

2617 fszuuvzensifeulumsiafudvelldsuulainazienasneazideaiifnadonileldnun
miﬂﬁﬂ’ﬁmu&?ﬁLwiéfu'«auwnizmuﬂﬁ wazaunsaldlunsfinniuiazasuniunisuusaule

2618 finstafunisideuuvamedasadsiugiuiumaluladaisauma (version control) Lty
nsthszuuiuldanuase mssaeszuy msfinda patch vuszuuilimanisae Wudu ieauam
arundsslumaiuAsunuasuazasdefiananaiionniniy

2619 fmsUssidunansgnuvievinnmsmegeuuussuuiitlanmwandeslndldssfussuuilviuinngate
rewhlufsmuuszuuiliusnisde eanamudsuaznansenuiienaifiniy

2.6.2 NMSUIMIINNIINITAIANTEUU (system configuration management)

Y ¢ A g va a I A Y Y [
Taguszasd LitelidnszuiunsmuaumMsUasuiUainsnsenssuuidanuianuuasndewasduly
AIUNINTIU

2621 avena1s minimum baseline standard ifielfiduannsgrunisdanvesszuuufiinng
szuuguteya wargUnsalieSetnedeanseng q sgaduanednualdnus Tnefinsmumu Ysulge
nansliutlagiuogrsaiaue

2622 madBsuwamssiiruuszuuiliuinies desiunszuaunisuimsinnisninudsuntas
flusnsuariussneugsiarivun edeafum uidsssedeRamanalunisujdinnu

2623 fnmsiafunausuameansiianszuuremngUnssiuaysEuLU (system configuration
version control) Ingfimssnwieaasnseiisanuiiesme

2624 fimsaeumumsiaanmienuiifivihfiauauguanulaendeviioanudeiiunelulad
ogsasinane Lieliaonadownuimsguvesluinsuazuszneugsia

2.6.3 N1UIMITINNIT patch (patch management)

Taguszasn Welvilin1susmsdnnis patch lnelinismvauisanuiasady washinddldegiamunzay
Viunsal

2631 fvusmnsgusarsedeuisufoalunssuiunsuimsdanis patch insoungu N1sATIAADY
AINUQNABIYDY patch wazn1sUspifiunndeauazausndulunsinds patch Tyaianguén
DN ANTTUNITA]

2.6.3.2 ﬁmsfﬁ’mLﬁ‘umilfdﬁsJumemia@é]zwamﬂqﬂﬂsait,l,azisuwu (patch version control) lagiin1s
fnwenaasafeiifanuiiieme

2633 fnszuaumsnadeu patch fleenlvainnadideumirlufindeuuszuuiliuinnsase

IT Risk Management Implementation Guideline fhemnunazasiadeuanudesiumalulagansauma | Page 24




2.6.3.4 MSAARY patch UUsEUUNIIUINITASY AosunszuIumsusmsdnnisnsasuwlasiglvuinig
warUsenaugsia nvue iedesiunnudswiseteiianainlunisufirnu

2.6.3.5  HANMIMUMULAsUTUUTINIEUIUMIUIMTIANG patch agwadnaue welrdulaladngliuinig
LagHUsENaUgsNY anunsanaaeuLasingds patch Aun1ssnwiAnuUasnsiy laviuseaniunisel
A o S da Xvwy <
Mdsuluuazaunsasesiuanudesiiiuduldegnesing

2.6.4 nsdaiuteyatuiinusnisal (logging)

TagUsvasd Welilliveyaduiinvnnisalnasuniuiemeusyaensds amsalifnmu asivaeusessey
mandaeznsldnussuuntedoyavesdldiu sumsldlundngunisvihgsnssunedidnvsetnd
AUANQVNEYLA

264.1 fmsdafuieyatufinmmnsaivenissuitng svuunu gunsalinietnedeasiidiayieisns
faond Tneflnoavdoaiiasuiuifismeniazlfiluvdnglunsnseaouiiansnsaszyfynna
Hnszild uazdaiudoundaduszeznatedisten 90 $u videmungraneifeitosiimue
e {uiingesseenaNTsUNITINgINTU (transaction log)
® Juiinnsinde (access log)

o ufinmsdniuau (activity log) fiddry Tnsegreiioesiosnseunay
- mawdsuudandlilassaiguteya uaznisiwasuudaudlvdoya (update/ insert/
delete) lunnsefiddiy
- nswAsulasnsseanesdaansuvessruy
- msunds object fiddryvatszuy
- mswasuwaudladyiuasansuesdldnu

2642 fnsldszuulunmsmuaudinaivesnioitie suue gunsalinieviedoanslinssiu
\A3eaiene Network Time Protocol : NTP (clock synchronization) dielenalunistuiin
wansaliianugndedudnua real-time danieusidng NTP Foadudyaauiniainumas
fiflnnanindetie

2643 deyamstuiinmmmsalvesgunsaiddymsiafulifiedesusiinsiiunams sgaiosasoungy
access log W activity log I@&Jﬁﬂﬁ%’ﬂmmmﬂaamﬁaﬁ%’mqmLﬁ8@W@1uﬂﬂsﬂQQﬁuﬂﬂsLﬂ§EJuLLiJm
wily visevinany

2.6.4.4 dnsaeunmuduiinn1sidnis (access Log) uazdufinnsaiiiuaiu (activity log) vesufumau
éﬁumaiu‘[a'Qmiaumﬁﬁﬁﬁw%qaasmaﬁwLama 19 system administrator 38 system operator
Hustu deliiulaliifuitRmuthdauasufoRnuasmeuamhiildduseumne

2.6.5 NISUTMITIANITVAAINUAINITOVDITZU (capacity management)

Taguszasd Welianunsausymaninensamumealuladansaumeliograiissmasasiudemslviusng
WA LLUTINY waraInTn UM TIANIsmalulagasauwmelisassunsldanulusuiag

2.6.5.1 mMuuanIgIukarszileuIsuUREemnIsuUTmMIInnIslnanuainsavedssuy ieUseiiunag
AnsnuguanIiesavedlaTasiugusumalulagasaumefiaseuAuDa STUUABNRIMET
JTUUgIUTRYA SruULATeTIeieans warsruvassyUlnafiifettesiunumalulagansaume
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2652 fnmsuszunwildunisldnsnensiumaluladansaummiionunusosunsldnuluswan
(capacity planning) IﬂﬂﬂiaUﬂquﬁg\i%UUﬁé’ﬂLLﬁ%ixUUﬁ’]iaQ

2653 fnssuumsiieniesdislunsinauussansnmuasauiissnevesmsldninensaunalulas
ANTAUWAYDITZUU WU SUUMSTI52RY Sruufiiuinmsmenisiudidnvsedng Wudu dieudms
Jan1snsnensaunaluladasaundlaeg19iuyiedl LardIuITaneUEUBIAIIUADINT LY
nMssuiuunsgIiaegeseLiles

2654  fimstuasitinnisldnsnennsemunaluladansaume (threshold ua trigeer) luszeiuss o
delsiimsudaiousfifeatese e uasannsadinseitlymuaziuimsnisiullefimnzan
samﬁamiﬂizmumuﬁ’wmmmﬁy’amsﬂuummauaﬂﬂsﬁﬁflﬁmmasﬂ’mﬁm

2655 davhseauanuiisinevemineinsiumealuladasaumaiiaussennusnssunisilasu
ueUMINevzeRUIMITERUgslATIdRsfunT et smiaue ielwlinisiiuguanunien
LLazmmLﬁmwammsswhmﬁaﬂ%’umﬂﬁu‘%msmaqsﬁﬂﬁashwiat,ﬁm sstatilafiansan
wuamsanauEesleiunisel

2.6.6 MsAaAgLaTTUULAZINTE I EANAML (security monitoring)

Taguszasd weliaunsonsiadu Jesduuassuliamgnisalinunfldegnaviunai lnednsguiunis
Anmuguanuualaenfsvessuy SaunauihseTaieanategesiaiiie

2661  fmumnasputarsulouisutRlunsinmuguassuuasihse Yafunnay islsiinisian
guandasafevesszuesieliles

2662 fyuanszuuMIvielaiedislunisnaduinnisalinundfinsznuseanulasafeveszuy
ﬁﬁ’]ﬁ’zy,asmﬁmmﬁ ﬂi@UﬂQNi%UUQ’mLLaSiS‘U‘ULﬂ%@ﬂ’]ﬂ?ﬁl@ﬁ"liﬁzﬂm%\‘] physical tag logical
W AudnoNfiaef sruunIthssiu uarszuuiiliuinmsnansiudidnvsetind Wudu iely
SunsuanuiaunAvseduAnAl waranunsasliunsdesiunsesuilislaegisvangay

2663 finszuviunmsvdeiadesilelunisiudoyaanundsdeyaiifediels fnslinswinazdnnisdeya
foaneuflenafntuedaseiies aseunau dnvmuenislaud arudululiiesinmenisal
foanau ufeiimssuilefusanauiu wiethuldatuayunssuiiesessanaumalaves

2664  fvmaliigsuRaveulumsUssanumuuanidsudoyasenna seniedliuimsuagiiuszneugsia
fumhseufietos suisiinssuiunsuagdesmilunisnesy wandeu fem ety
Sullauazunlufuaney

2665 lunsdlfinufeqnauiidinansznuegiefidodAgdliuinisuazduszneugsia arsdnled

A
Iy
NIIYNUHUIMIVToAMLNTIUNTNNYITRY TuedinssenumhgnumiuguaniineItes
FINIA TN TLUIUNINTIANGIUNUNENFIUNAIE (digital forensic) InuRTIAINTEIYRY
elvinTuanvevisedednivessyuy wazansaaniiunisUadedniuazesiuanuidesiions

a & o
LNAYUBDN
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2.6.7 MIVTMTTANITURINILAZNIVAED U IZUU (Vulnerability management and penetration test)

T90Useaed Lielrlasuns1uDareal i un1sSNYIANNUABANBUBISEUY kaga U1 IUN1S
Ysuugsunlatesiumnudssnndeanaiulug o erainvulaegisiunisel

26.7.1  MruannsgIukasszilsuTsu URN1sUINIsInNITT0dnIkaEN1TNAGBULNE ST UY
N13U311390N15%044%13 (vulnerability management)

2672 finszuunisuaziasesdelunisuszifiugestud (vulnerability assessment) Tnegfluinns
wazfUszneugsia msmmusveuakazmLivessUszidiudedwilrinsounquynszuuay
pesaELemusTiUATIEDe dmSustuuunuddymsTaviegaeslay 1 afwaniied
mMswaesuwlategnaiivaddy

2673 fimsnesrumamsussdutestniludsFufiovey savisdnisiamunmssidumsuuudle
wazthiauerLAUTTnsAdunsienaznssuM Ve unsTilasuteuvane

N1INAABULANLILUU (penetration test)

2674 fimMmAaouIaNEsEU (penetration test) Ineffldenvaitanuiudass aseunquszuvaLLaY
svuuAseTeiiinindeusetussuuinsetedeasasisay (Intemet facing) sgnateslas 1 ass
waznnasafdinsdsuudasedneddedfy

2.6.75  fnsyenuranImageuntvseuulugsuinvey smﬂ%ﬁms@mmmmaeﬁ’%ﬁumﬁﬂ%’wqaLLﬁlﬁU
LLazﬁ’lLauammﬁwﬁ’m'ﬁﬁwLﬁumisiaﬂmzﬂﬁuﬂ’ﬁﬁa;:Iu%miﬁiﬁ%'wawms

2676 finszuiunsnunuwasingitednineinumadafinsiamy ietvunduinnsnisinw
avusiuasaenduressruunuiiasiinsiauiluouian

2.6.8 nsd1seadeya (data backup)

TwaUszaen e lriulaindveyadiseanianunsaultaulunstissuunasdauanannaiatnveg
q Y U 9
3alnsuaNudEsreaullanusaldulanuung

¥ o %/

2.68.1 Amusnesgiukazsuileuisuiinisdrsesleya ielviiiveyadseamiesldiariinnulaensiy

AV

lngAsATaUARLOE1aTRY

o s weluladuazsouszaznanililunsdsesdoya Inemsaenndesiuilmaneszoziim
geandisesilvidoyaideme (recovery point objective : RPO) fifviun

® sausTEzLIAariaNIedeUANUNIeNlivelayadises

2682 finsuiunisdsewisszun (full backup) 1/;ﬂﬂ%’jmwwé’w'1ﬂﬁﬁmim?{ammaﬁwwﬁﬁ’ams
uarszUUIL Lilelsuudsesiinudutiag i

2683 fszvunsonudeumuaunisinfuiaziSonldnudetuiindoyamuissinnvesdofidaiiv
Tnoszuteya Te Juil uaztranaidaiu fawnsadamunsiaaouls

2684 finmsiafivdetuiindeyadsoslivenquineufimeindnvieusnanuiiujtfsoundn Taod
mMsfnwanmndeutaznismunuaulasafelunisidfsdeyaidaiuly isuidssiu
AUGABNTNIADIVAN

2685 dalitinsaoumunisdiseatoya ieliulainfinsdsesteyansuiugnies wiouldu
wazUaandunuunnsguayseiieuisudaveslnuinmuasdusenaussia
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269 msfnweaasadelugunsaiiliufiRe (Endpoint Security)

'
o o o

Taguszasd e bigUnsaildufiRnuiianuvasadeuazliduremaivinlideyad Ay silnanie

o

finsnldnulasldlasueyae

2.6.9.1 fAmumnpspuseysudeuisufoimsdnmeninaendslugunsaidliufiRmuduamednuaisgs

Trgunsalvesdliuinmsuasisznausiia wazgunsaldaud (Bring Your Own Device : BYOD) Ly

personal computer, notebook, tablet, smartphone, removable media Wuduy Lﬁ@iﬁﬁmﬁﬁmi

uazfusznaugsia duumnaildlumsmuguenadssanmsldaugunsaifionan

2.6.9.2 fwiua Security Baseline dniugunsaifliugifnu Lﬁaﬂaaﬁ’um’mLﬁaﬁqﬂﬂiaimmﬁ?umaL‘T;Ju

Fosmdlumsuninszanevestsunsuliiszasdd (malware) waymsyilvavesdoyaddnmusedu

Aradssivangas Tasogaiosnsounqu el

° am&gﬁzwﬂgjﬁ’@ﬂﬁLLazT,UiLmimﬁugmﬁiﬁfﬂumiﬂﬁﬁ'ﬁqm‘uum‘%mﬂauﬁaLma‘f (personal
computer, notebook) IW&Jﬁﬂi%‘tl’mmiﬂ/i%@Lﬂ%@ﬂﬁ@ﬁlumiﬂ’mﬂmLLazaﬂmﬂﬂﬁEﬁ%ﬁ’mmmm
Andalusunsudu q wenwileangliuimauasdusznoussiaiivun

o Fnmalusunsudnuanulasndy 1wy anti-Virus/ anti-malware, Host-based Intrusion
Prevention System (HIPS) tlusiu lneifin1suiuussszaninmuesnisdesiulusunsy
liiUszasdf (malware) Wiflssneuagidutiagdu ielviviviilunistestusoananlm o

o muellliimsinfvieyafifissiutuaudugaanlueiosnouiinmevasldonu uivn
frudndudosdnifiv desdimsfnunrudasadefisanuiiome wu dnmsdhsta Wby

o fnssuumaviainiesdiolumingiadu (detect) Aanses (filter) afnfiu (block) Liotariuy
ﬁﬁagaﬁwﬁaﬁ"ﬂma (Data Leakage Prevention : DLP)

e 1fnn1sidnds shared drive 3o shared folder muarmdudulunisldaminy

o msmugumsldnudunesidn Taefliuinsuasiusznougsismsiiniesiiolunsaunuils
gUnsaifianunsadeudedumedidndfaamaiuledfldsueygariniu mufeinisdife
msnmilrasvisednlnandayaaindunesiie

e nseuAunsiaeTuINTaYaNNI (removable media) 1 AmuALLIN1INTRYR LTI
Universal Serial Bus (USB) #3® external harddisk \Jusiu

e n15AuANNISTY Email Wy fMvuakiinienisldany Email Wusiu
2.6.9.3 finsruaun1sudmsdnnisgunsaldaus (Bring Your Own Device : BYOD) #ausinisasnziJeu

MDY uaznsenLaNNsldan BYOD aghatiosmrsaunqudil

® vEninIINTaRIRlAldsIu BYOD

o msmuAusld BYOD Tunmsiifeszuuiaietnedeans svuuaunazdeyavesdliuinmsuay
AUTENOUTINA

e ilnszuiunisnsiaaey 1As1est uaznmuanudsswesgunsaliithanldenluglvuinsuas
AUSENOUTINA

o rvuasiarwilelilunsfoavieuandenlunisiinfsgunsald

® N3IATEIABNNILADY (personal computer, notebook) ABIAAAS anti-virus/ anti-malware
Wl suNsumungliusnsuazEUsEnaugsiafimue
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o lLiougwlvigunsallnséwiindioun (tablet, smartphone) ignusuwsis (rooted %3e jailbroken)
amzidouldiu BYOD

o 1§Ensiigausmnugunsaliiietiolnvedaddns wWu trusted root certification authorities,
digital certificate \Uu@u

2.7 MIIARILAZAITWAIUITZUU (system acquisition and development)

Taguszasa welisiulalainnszuiumsdaviuasnsiausyuy dnsauaunisinwanulaondie
a8 9SANULATARAARDININMENNITAIUANTLTUNINTFINEING

[

2.7.1  n15IAMISEUU (system acquisition) A1SANTNENLTRI8ENUOY Agil

o ifmdninasinsiansandadensuunazglvuing eldidunuimslunsujifnu damns

AsouAqUeEtial il

(1) T1azdoainll Wu vaneiaud1sdeemeniuag (software license) flafdunisviianu
UszAnsnmvesszuu 1udu

(2) enusiunsasnduvosszuy

(3) grugmIiu Feides wazmnuansasumnaie

(@) nslasunmsfusesnunesguanariomsgusumaluladansaumaiiiedeilasy
nssausulagiily (certificate)

(5) MsEtuALULAENTUNTSNYISTUY

(6) deygaztannainssudnnIngdu (escrow agreement) MUTEAUANAAYVOITEUY
(1) mniidedevessruunazgliuinng

(8) wan153mYi1 proof of concept Tunsdiilusyuudfny

o liusnsuazgusenauginamsamuauguagliusnsu]iinuunsgiukas e leuisu]oinis
DONLUUALITAILITEUY

o liusnsuazgusznaugiiamvuauInsgukaeseileuIsu)URlun1snTvaeuwazdImoUTEUY
walulagasaune

272 mawuszuumaluladansaume (system development) msnsounguoenation fall

o MuuauasgiukazszileuisufuRluniseonuuunasiuuiszuvegiuduaieanwaldnys
Tnedfisfamsdnwamnusiuasaonde AsoURaUNTEUILNMIRILATATIIANLFEBINTS (requirement)
N1390NLUU MINAIWT kagn1TMedeUseuunauldiuass

o fnmsaemnuaszuiinuazlimnudiuiimulusunsuegsainane Weladuasainuglusny
n1seanuwuukazimulUswNINag19Uanse (secure software development)

o muslymhenugsiefiiertosaounumugndesasuiiununufensveieugsne
(business requirement) lngAsauARNANTSNYIAIUABARBmslsU VS 0IRTgLTE LU NS
wagrUsENaugININIMUA (security requirement) uag sign off AOUBUINLUUITUY
113590NUUUTEUY

o JmvinenasnuavideanuaulRnianaia (technical specification) lngasaungun1ssn
AnudupIUaendenuuleuensounsg IR IiuSNsuasUsenausshammue (security
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specification) Tasisdalifinsanuniuaugniesasuiuuay sign off :ngiisitasdou
Buiaunszuy

o dmimeuamaveaeuliinseunquiliitulazfoulusng q fMuusednsam muruieanis
YomiIeNugIAa (business requirement) saAamsmuguaEiuAasfosuleevie
nAsIUTElIUINswazUsznougIRaimua WielluuumensiannsyuuwasaounIusa
MsvagouneuiazoonldaLads (exit criteria)

MSHAIWNTEUY

° ﬁmiLLﬂaLLsmamwLL’mé’amaqswUmum%’ﬁm%’umsﬁwm (development) N1INAADY
(testing) uazszULTHU3NI934 (production) sananiu LilemuANMSARBULATAAKANTENY
florafndurnmsiiszuuiuldoueie

o ilmsmunuirdosdilailfeguusyuuiilifuiniseds (non-production) Tilansdasadefivsne
musgiuaudsaitetostunsdddegldléfuoyain

e ilnszviunisnieiniesilolunismununeiduvesidslunnifeulusunsy (source code
version control)

o dnmsmunuldlifinsfaduniosionsimuiszuy (development tools) waziaasilouta
Tusunsu (compilers) Huuszuuiiliuinisads iletiosfunnuidissiionngnuiuivdsundefis
TWsunsuleglilasuoyn e
N1SNARUTEUY

o uvuwming uarAusURnveuveaieteslunsruunsiRusruuas duluaumannis
wlakenuifNagamnzau (segregation of duties) e lilviumaalaunraniisanunsaufinnu
LARILAALANAUNTZUIUNTT WU Adswendimunszuy senangissuuduldnuass Wusu

a 1% v a N9 ¥ a a 44' = a
o iinsnagsuvuanInInaulnAlABITEUUNIRUTNITISN eanmudssreInsiUasuLUas
VUTEUUNTAUTNITAS
r-:l' Y v A d‘ 1 4 [ ‘:gl’
® NIAARUTTUUNIATUNTHAIIVSaIURsULUAY AIsATEUAgY B 1NtRY Fell
(1) unit test
2) system and integration test
(3) user acceptance test
) performance test
(5) security test ®1U security specification
faigliusnsuasiussnaussiansdnlifinssuiunisuazianatsnis sign off nan1sAAeY

sruuNdeuiiAItes fiumu exit criteria pgsasuiu Aewirssuuiuldanaie

e {lnsyuIUNIIABUMNL test scenario ¥i3B test case Wisliulainfirunseunquifisme

o msiRmmIonsAsuuUassruuTiAgTeaiunnslfuing nsvingsnssumedidnnsedind
vioszuuiiimadenleafuszuududwiuinn {liunsuaiusznougsiemsinliinismaaey
UssAnsnm (performance test) wislviulaldinszuuiiiadosnmiissmelunissessunislde
FIUIUNIN
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¢ nadeusTUUinwIATLURBAiEAISATOURRNNIUTEEIUYRIUT (vulnerability assessment)
YoesEuuau wasnsaldusyuuiidensatuniouen msiinisvimaaeulanzsEuu (penetration
test) Ineffidenvigynieusniiteliannsansianudesinisazdniunsuusudlylfnousy
Tu3n15934

[
a (% 14

o fimsapumurddluniadeulusunsy (sourcecode review) agailludase ynasanigliusnig
A

o o

wazfUsznaugsia dnsiawiviailasunlasssuuludmidunisingsnssud

3

y Lﬁaszq
Foslnisunuiunslaonsy

® LUINNIAIVANNITINIANUAANBILAZAUGUTDITDY AN ARYT MUl lu nsnaaeu
\WU data masking tufu LwaﬂmﬂummLaaﬂumiiﬂwamawamam AgYFINa7

o iinszurumslunisdnnisdeiianainudedeunnias (defect) vasszuviinulunisveasy
ilofiansanuuImnsUiulgmdeanauidsaionansenuvesdeiianainudedeunnsas
fiflionasade augnseadefiold uazanuneslivesszuy

o imsdnvheiouazeusuilinuszuy Wisliiamudlaflsddumsvhausasinsldouszoy
ogsUaende Swddalildiiensguassuuuazausuiguastuu ileanusansioaouLay
Jansunledemla

o ydmnszuuiuldeusieliuimauasdUsznovgsia msfiarsandelitinmageuaidu
298 (pilot test) dmduitsidumsvhauiiddey saumdaldiinisianunisidaussuy
ydsnliinssisedslnddamuszeznanivangan Weliiladennuuaeade miugnie
Weield uazaumieslfvesszuy
msthszuuiul§nuais (system deployment)

o msthsrvuiulfeuats Foskiunszuaumsuinisdanisnisiudeundasi fluInisuas
AUTENBUTIAR fvuafiedesiuanudsmiedeianannlunsufiam

e fnsdauiunsasundas (version control) ¥895zUUUTUlguTIiavue Taedin1ssnw
AnuvaendefsanuLiieane

o szuunudsesmsusuuglidianudulagiu weliflanundeuldnudafamggniu

2.8 nsuImsiansmgnsaliiaunfuaslymeaumalulagansaumea (IT incident and problem

management)
2.8.1 MIuIMsIansmansaliiaunfmumalulagansaume (IT incident management)

Toquseasd e liduwimslunsusnisdaniswnnisaliaunfsumalulagansaune F95uis
wnMsadiinuniandeanaumaleuesegiamunzaniunisal lianunsadanisunlelamnlvindug
anmundlisgasinsuazdrianudemeNadmansenunegsnavesiusn1suasUsenaussna

2.8.1.1 mmummmmuua 3“’L‘UEJ‘U’Jﬁ‘lJQU@ﬂ?iUi‘Vﬁi‘\]ﬂﬂ’]iL‘ViG}ﬂWimN@Uﬂ@@WULWﬂIUIﬁHaqiﬁumﬂ
ﬂﬁaﬂﬂaﬂﬁﬁLLGIﬂ'i”U'Juﬂ’TiMiE]Lﬂ'iENllE]I‘L!ﬂ']‘ﬁ‘UUVIﬂm@]ﬂ’]imﬂ\lﬂﬂﬂm NSAUUAUTELAN NTIATEAY
AITHITULIY ﬂ'ﬁ’]Lf"li’W‘lfm’]ﬂ’]mﬁ] nsedunisunly n1sinaiuwnly miiwmumammmﬂﬂm
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2.8.1.2  mMvuaaNINMIINTTasaAnsaliinUng (escalation) wagsenuauAUNTANsaliaUnG
ToifiAades fusmsseiugs auznssumsiiieadeasennznssumsvesliuinsuaziuseney
g3falasunsu IaenaaeaiuseAUANUTULIIVBAUANSARAUNG
2.8.1.3  n1sdnseiuausussvestynl Aisiiansanedsleslvinseungy nansenusanisiusnis
Hansenusio e lnenseuszeziatlumsudluvgnisaliiauninssidiatmangssezim
Tun13dAuszuu (recovery time objective : RTO) waziivneszoznangsgaiouliissia
nuAEdn (maximum tolerance period of disruption : MTPD) Wefiaranunsadnaulalduay
d1vesegavanzauiunisal
2814 dalvlgudsuundavmmmsniiaund Tnevimdhillumstuiinuazudlaludesiu viodsiamnnisal
AnUnd Tugambhenusumeluladansaumaiifetos
28.1.5 dnvhununssulleduimgnisaliaund (incident response plan) A1uAUEIAYVEUNANITH]
wWielanunsnsuilonaznouaussiemnnisalldedsnduaziunsn lngegstiosununisszy
nsvuMssUilauasdesnasraununngBsmnnneluuernieuen uasdummnseTadey
WAL UazUTBliuNanTENY
28.1.6 IWNTENUMANITARAUNG LauesiaAMEnITUNSTRILIIUINTLaYUTENOUTINY AMENITUNTT
filssuneumng vieguImssziugeldFueuang Taaseuaqu u ian winnsal Anudee
MseTEamniuiase mslesginansenu msudladyvuazuumsSounusiiunisiile
dostummnsniinuniluewian uaslunsdifdumudemedmanseyusetodouaymsliing
wIoRLlugsNIveliusnsuaziUsenougsia egraiidedidny senuseanenssunIsves
AU UsEnaugsna nsuie
28.1.7 lunsdliifedynvdewmnnisaiffidedfylunsldneluladasaumadsdinansenude
nsliu3ng szuuau viedeidssesiliuinisuasiussneugsie ufensdimaluladansauma
fiddryuesdlituinisuaziuszneugsie gnlandvdegnylaudandoanaumaleiues wazdy
doyvvizemmnisaifigliuinisuas{usenoussfadessenuseiuimsluduiigegaues
HliusnsuaziUsenaugsnans v legligliuinisuasusenaussia seaulaymvsevsnisel
fanamnda sun. ufidledantesuitiamutemamsaitu uagliiliuimauardUsznaugsia
udsamguaznsuiludamufaniunends
2818 Hnswuaumsuimanigingn (crisis management) Lwaiaﬁummmmmmmﬂﬂmmuwmiuiaa
ansaumAfinseiuaTuLswiedawdaibo oghatios fail
o lviusnisuasdusenougsna InldamenIsunIsuInIsn1aLingd (crisis management
committee) lngUsenaumeluImTseaugs (C-level) :MNEBUANg 9 Wielfanansafinnsan
Uszifiugnunisalliegnsnseunau uassindulaudlaaniunisalldediesinsaiunisal usswn
wanszunieanIdsmenazanusaliuimsiesdugsialdedisdeiilos nasnauriiy
ALaNIsANTUNTAN 9 uanunsaindugnzUnd
. %’m&gqgiuéﬁ’ﬁgmms sanuatumeunsdinisuazmsiinaulafidniay
o rvuafincuiuiiaveuduiiuniseuig q 18un fuanui fuyeains sumelulad
ansaumea suasUasnsie sudeansesdns Wudu Tumsussiliudnuauaznanssny
Y93 FEVETIAnTY AT ALLIMIUTININANIENULAT LN TN U AT e aLTlDg
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FINTOUAANNITAAUTEUU Lot lauafanienITuNITUTMIN1Eings lunisiiansandndula
Andunsldunusessunsaniiuginegreiaiio

o Javiununsdeasn1Eings (crisis communication plan) AseUANNSTARaS WAL ITRY
(call tree) Tauviaan®n {ldusn1svesszuunsognAlasunansEny

2.8.2 msusmsdanislamaumaluladansaume (IT problem management)

1%

Taguszasn Welvilinssuiunisineunanws iwiase wwnwdesiuldlviAamennsaliaunfian
Tuawan

2821 Huwsgrunasssdeuisujuinisuimsinnislymeumaluladaisaune weolinisi
WNTIRAUNANES LN IUa1M IWTESa (Unknown root cause) WANSRAUNATIViIRULLY
(repeated incident) 13T Izikar HA15HUINIUA Ll TanIaInamnIuviass (root cause)

2.8.2.2 dnszviumsussiasosllalunisturintyun wdnnasilunisdnussiandym nsdnadu
AMUEAEY AAT1es wardnliinisiesunsunlelamiielidymiasunisuily
= 4 A A v o= - a X = v o N 1 A v

2.8.23 dlnssuiumaviseinsesiletuiinlgyvieeifindu ieliduunasdeyaninusivaunsoduau
winnsaitdaymuazwnenisuilalgmlalunendiegrssinsuasivszdnsam

2.9 mMsInviunugniduAumalulagansaume

Y ¢ A g va 9 a ad a v A A = s a
Tagusrasd ielilluwmesesiummnsaliinUninssuuiiaveaveinvsaiinesderne lngiigsia
andunsselulaegiraiiaaazaninsanpussuulinduandaninuninelusseznameesusula
wlauensiariuaugniausumaluladaisauwme
29.1  fwuaulguignisdariuauaniduaumalulagasaune lngmidniuasnasesivuleuny

MavimsanuseloswesssiauarulsuensuImsmudsweslviuinisuazuszneussia
292 lsveindndeddsueuiinnanznsumsildiumeunng uarldfummumuetnaiosdaz 1 ase

wazilefimaasuuasidmansznuiuusu wu dnswdsuamagndynegsia ulounenisuims

auidedlaeyi anminadomesnsiuimsviesidusiaieninenvielasaiesruu IT Wudy
2.9.3  ulgvensiaviusuaniduanumaluladansaumnd msnTounaueLeley

o UnumthilwazaiuRaveureInNENTIINS JUIMITERUgs uaziiAeddes

o  MsUszifiunnuidss

® mlATgvansEnUnNgsiakarAmuawinglunsirussuunalulagansauna
N15INTLAVAIUARYUDITLUUIU
nsMvuAnagnsuNuaniduaualulagansaumne
NsAnTuNuanduaualulagansaumna

nsdeasharNIsHneUTHLHLgNIAUMUMALUlagasaUTA

nsnaaey MsUFuUTmarnsaRUMMULNURNIduiumAlulagansaume
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n139pvhunugEus U alulatan saumne
29.4  fimsdavhunuaniduiumalulagasaunaeginduaednualdnes Inededlasuniseyd@an
AuznTIIN STl uNauvIe taedalviinemurmuetnaioslay 1 afs uaeynadsiiinmaBeuntas
pgsiltdAey
295  dalidragihauriomhsnuiiuiaveulumsinhumuandusumeluladasaumal fogradu
aednwaldnus Taedfuimsuazyaainsvesvtneauiusiig o Adeadeadisinee wu
sumaluladasauna fugsne uazsudoasesdns s
2.9.6  msiavhunuandusiumnalulagansauna asamiladanvagnsiivinsvieauiugsia Y
gans uduteuveamealuladansauma anusiuasasasodmunalladasaune wmnsainn
Feovnesing 9 uazanudssiifendeddunsliuinmsniediiugsievesdliuinsuasseneugsia
iU madesiuUiURNNT (operational risk) Aandesinuiialdes (reputational risk) AIMIAEA
nmsisnasdnsdulunsliuinisvidesiiiugsia (interdependency risk) AnaLdEaannsnszqn
FmessrUIMEoniNensfid ey (concentration risk) wazamdssfifinansynudeglsiuing
wawUsEnaugsna Jliusnis giduladeuasssuunmsdiseu (systemic risk)
297  nspvaumsiavusuanduiumaluledasauma msnsourqunsiiduns il
o msUszifiunuides (isk analysis) Wileliglruinsuazduszneussia anmnsassymnnisal
ANFNTsdINansEUoNMIRvzinYeInTzUIuNsLa sEUUIMAlUlaTa sauma Taed
wuvnsdiiunsegamnzaufioma sl
(1) sEymnnsalAEes (risk scenarios) Mo1avilfnszuIunsuazszuumaluladansaume
nyavzin vennneluuazaneuen Wy nslauddluues Wudy
(2 Yssduanudeslasfiansunnisauauiiieg swfwansenuuazlonaiiaznfaty
wieuarmuanszuaumkasninensfiaglflunsnuguanudes
(3) Faviunulunisdanisanudss eufuusenssurunisuazdamdouninginsidniu
Tumsmuauanudsstiegluszduiivonsuls

®  NMTUATIBMINANTENUNIGINA (business impact analysis) Wiglnsuisrnuddeyvasssun
weluladansaumaiisinasensiiuinavieduiugsiavesliumsuazdUszneussia Taids
nansEMUIINM VgAY Snuasmudeslswessiiumavidesiiugsiedussuumalulad
ansauna Tnsfluumnedidunsdsl
(1) szyszvumelulafasaumaiomavesdliusnisuasiussnaugana wasninensidnig

Feulosfanszninaiu (dependency)
(2) Twesevinansznuilinannmgaveinveseluladarsauma Tngddsdadivung
3383nmgqqﬂﬁsJauiﬁqiﬁﬁmsgmzi’ﬂ (maximum tolerance period of disruption : MTPD)
(3) Amuadmngszegiatlun1snAuTEUU (recovery time objective : RTO) wagtUmiung
szovnageaniiesliidoyaidemne (recovery point objective : RPO)

e nsdnasuAEIAYveITEULI tnemdaiiminens seeznarlunisiauszuy wWmang
vesszULNULAETeyaimsildnenduinmangauzin uazninensmaeluladasaume
fusfisndusedlunsdaussuy ediliuinsuasiuszneugshiomsfinsantiszuuns
FrszRunsessuuiidinansenuiussuumstrseRuduanhadussuuifanud dygean
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e nismvuanagnsuruaniauiualuladasaumnagliuinisuasusenaussna feaiinis
AVUANAENSLAURNAUAUNALULATA SAUMALAELUINNIAWS BUNS NN TsTUUWALLLaE
asauwARINzaun I sindiueudfyesszuuny Tasfinnsanetiosaseunay

) Whmneszezgnaildannsiesginansenunsgsia 1wy RTO, RPO usfu
(2) Yadvadgiatuayuliusudulununagns wu wmeluladlunisdsesuaziaudoya
anumFosldvesanuiiufiRnudises Wudu ielvgliuinmsuaziuszneugsia fimma
Tunmsiamnusugnidusumeluladansaumeiussqidmane i mualy
(3) MineINTuazsUUsEINM Wedawmdsusruumaluladasaumaliaenadomuununagns
wazAanssuiidiostiduntsiaan

e nsdavhunugniduimumaluladaisaume wiugniduiiunaluladansaunanisinisey
ﬂ'ﬁvmummavmumauauuauumiﬂgummmLaau L‘walwmmsamLuumﬂmamqa’mmLLav
$eson1URTR uisdirnuBangulunisneuaussdeimansniing q flenaiintu egrelios
ATOUARY
(1) TJouwu Tnquszasd vauln uazAudiiusfuwmudy 9 MAeades
2) flassairsvesmsdsfuamlunisdidunumuuy fUTRmhiuasausuiinveu uas
TRt wlunsaigu foRvihliannsaujiRnuls saudsnsduiin
nsLasuulasesusy

(3) s1waziBuavessEUUIAluladansauna W lassasian1ngnssy ununmsEuuLAToUY
doans 1Jusiu

@ tumerlumsvsznidlfunugnidudumeluladansauna msnouaussomgnsaianidu
wazusunsdeaslymisnuiiieadossunsiu

(5) sumpulunsdiiiunisfiuszuu lnemsssyeasdonostaaunagifivae el
ansnsaliu checklist muaulalifinistnunieasastuneuiitmmualy fedgliuimauas
fuseneugsia msdavienansuiegiousyneuntsimuluusaysyuy lunsdififinsusuuse
vﬁaL‘wmmmumauuaﬂmuamﬂmvﬂuLquﬂvaUgummasaﬁlwmmmavmﬂﬁvﬂwﬁim
MsEnsTUILMINENULazYeeylRNNfUI I mualulassaan sty
ot uneuiana Uizl dutiagtu

(6) %umauiumﬁﬂé’uﬁugimwﬂﬂﬁ (return to normal) LagNISUTENIABALENLEURNLAU
aumalulagansaume

(7) uruaniuamwnalulagansauma nsouenarsusznaunisiaunigliunugniiy
srumaliladansauma msdaivliluanuiivasnsouazianumiosldluaniufifnu
GRITGERRFRE

o msdemsuaznsiineusuunugnidusumaluladasaumagliuinisuaziussnougina des
Folbitimsdemsunugnidusnumeluladansauna uasdaliimsinousuunyeansiiduieates
(1) Tunsdeasunus dealinmsssyuuimedeansidauliyaainsnauiidnieidesls

Sunsudsneasdealumsdaviua dunounisdiiununuue
(2) elimsfineusuuiyaanstiidiufedestumasiiunumuunuetisiesdas 1 ads
Tngagatiasmsnsounay Tnqusrasiuomny TunsunsUfoRnunuusy nmsUszanny
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LaN1TA0ENIINTEINNAY TunaulunsTeau seuuinwInUUaenis NTsUIuNsRnEued
uiaznauANTuIY LazAUSURAYEUTRIWRAzYARE DU

e nsnadey NMsUTUUTaEN AR UNTULHLRNIAUAUIAlUlaga SaUINA

(1) olitusunuiionsaeuusugnidusnumeluladansaunmiszad TneflinoaziBonet e
ATEUARNANIUNTTEITIARY JULUUMIMAFEU Su an aauilumsvaaey UnUIMRTH
voffiiendes atununuilenaaeuunugnidudumeluladansaumaUsystlunmey
mslasunseysinnanznssumsilssuteumaneg

(2) Falsfinsmaaouunuandusumelulafasaumeaislussfumisnuuarsedusadng
pgationlar 1 a1 Inslanzszuunundodoyaiiinansenusonisliuinisaudn
flduinmsvesszuuviogndwidosegliuimauasdUsznaugsiatisszuy Wy szuumslou
wazdszdussviedliuinisuasiUsznaugsi Wudu uenandenafinsannismaaey
szuudsedludnuaiziaiioussa (OR live test) Weliiuleinszuudisosainsnsessulisia
annsasuiuldedasieies

(3) nsdlszuuaiinmadenlesszuuetedemaieliuinsnnmeauneuen §liEnsuas
fUszneussia mstimvaaeuunugnidusmiumhenuneusniiieadewne el
Msvvumnalulaasaunavegliuinisiazgusyneugsia danumdeuldanusuiuseuy
wAlLlAgETEUYAYINEILUAEUDN

(4) FnsseaunanIegeUieAMnIINNIlFTULeUINe TneiieaziBenodates
AseUARN TnQUstasA veulRNIMAGey anunsaidinass szogaildlunisdausyuy
Feutudmnedidiun defananuasdamvieguassaiiny ndoutauumesulsudly

(5) HliusnswazgUsenaugsia msdalviinisnuniukasuuusaauaniduaumalulad
ansaummegaiosTa 1 adt uasynaSaifinadsuntasednediteddey Wy mauAsuuas
yransfisimihiuRaveulumsiulununus Msdguanminadenvesszuumalulad
ansaune udu ieliuwugnidusinumeluladasaumedutiagt

(6) WlusMsuazdUsznaussna evdalrinsaeumuikugniduiumaluladansaumelay
whsnumeuesnviseneluidaududeasy ietuduinumuzauvesiuneusing 4
Tumsdavhusulianansaldaulaas

2.10 m‘m’%mﬁﬂmsmmL?immﬂqﬂﬂamﬂuan (third party risk management)

Taguszasa Welvigliuinisuasgusenaugsia duwamslunisuimsdanisanudsinnsly

\ Y Y 9 ) ,
U3IN15 NIsBNdenIoNITIfeleayadInyAranteuen anudssluseaungliuinisias
AUsEnaugInaveuiuld vuitugundliuinisuasguseneugsiadessuiinveudenisaliuginauas
n1sliusnisuiaundn glyuinisvesssuunsegnen uazadlidaaiudnaede yeidus Ussansam
wazAduTuasUaendeaumalulagasaumealunisliusnig

2.10.1 WifuReuuuufifvessuimswisussmelngdnmen1sunsinnisaanudesainyananieuen

(third party risk management implementation guideline)
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3. A15USMI5IANISIASINTSATUIMALUlagansaumwmea (IT project management)

TR USEAIA LD IATNITUSTNTINN1TANLLEEI89NSA L EUTATINTAUmALLlaE ansaumAseg 19l Usyans nm
wagliineliiAnnansenunan s ndunNsmMULNLNA SN 195N

3.1 FmuANTeuNMIUSMITnMsiAsins (project management framework) fifauduaednualidnus
dodunnmeiiiulasnsdanderaunssuuinelulafansauna lnomsasouaqueisl
3.1.1 Tassadanmsmuauuaziiugualasanis (project governance) fidaiay lelsiiinnsmunugua
Tassnsliddadulumuusunuditmun ogsos il

® ANENIIUNSMAUgHALATINTG Junuimvihiuazanusuraveulunsiiugualilasanis
o @ & A o Pl a 44 o
dsadulumudmnenivue dnsianiuanuaumi Jgviuazguassaradlasenis
dialiuugiiazinnsandadulamsinluvnundiAgy Ineaisusenaumeguinsan
MIBUAN 9 MAEITeI waziivelasensviveratuanulasanis (project owner/
project sponsor) fldusislumsinduls sunsraenssunsiivgualasinsalsinig
Usgyuegnaiiane Wenuaugualasansiddglndulumuununuiiiivun

®  VINUVTONLIUALANINTINIATINT (project management office) flunumiinfiuas
anusuRnreulumsimunguuuy nszviunsuasinsesilefiduinasgiulunmsuins
fan1suazAnnalazans suviedanin seauamsulassmsddyuesdliuinsuay
fuszneugsie Tiuauznssunsvesliusnsuasiuszneussie uasduimsssiugeiiendes
Ig5uvs lefnnauaratuayuliudmsianislassnmsdseaaaenndesiuitmngly
syAunagnsvestludnsuaiUsznoussie auLNuii ML

® ([3nN15lATIN13 (project manager) funummtifiwarenusuiinseulunisuimsdanis
159115 ATEUARY MNUALKUNLIATING AATIANANTINY LagdalALLLININTOITUNTE
uNud1TInIAlATINIsUTEAUymusoatn iauﬁgﬁqsmuiﬁmmzmmmiﬁﬁuaLLaIﬂiaﬂWi
finsandndulauladamldiunisal welilassnisanansadmeulsegrsgniesasudin
duFamuunusdiimun Taegdanislasins feaflanudmnuannsowasyszaunisally
mMsusmslassnsfiiieane
3.1.2 wuawensuimsdamslasins asfuaaseunquetnatios fil
o sudsuduneunisusmsdanisiasenis mamqm&guwi Aewisulaseins mssiunsuay
AIUANLATING N15UALATINTT Lagn1saeuNIUlATINg
o Jafbuaninaeilunsussfiuviodnseiuanuddyredlasinsitanu sudweuindiua
ihflumseysfAuaziiugualasemsmussduauddyuestasenis
o sUuuwvpsenmIvTeradnsTdumAssIu fixosdwoulunsasdunsussdnian
U LU sAiulasIng senuanuAuntt s1enunstalasinis Wunu
M35ulATINS
32 fimsuszfiuanusndusasussleviiianiiesldsu Ussdiumnudsuaznansenuiionainiuse
dhenudunarsruuiiieades sauadenldmaluladiinunzan seilassnisdesd e fidaau
(project objective) aamﬁmﬁ’maqwémaqaqﬁmuazﬁwﬁqﬁqmﬁ%ﬂmmmﬁumﬂaamﬁa
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33 fuwsunsanidulasenis T5eadennsunULNgmesan1susmsInn1siasing ed1tiosnsounqy
o Umnglasanig
® SN Ns (resources) L%

UNUINAUIT AUSURATBUUDIRNINUTUN1TALENlATING IneTiuduazdaalussansan
wazdlnNuIANNTEI L eaalunsAEulATINTg

YouLvRLazsEuza1vasn1saLiulasinislunnas tuneu

naunaradsaululfazIunay

formuniouleiifetesiulasins wu dedmuavesfinds mseyniu dediia Wudu

3.4 fmsthaususumsiiiulasenis ieveeysiAlasimsenaiznssunsvesirimsuasiusznaugsia
AznsTINSTlFSUNOUMINY VeduImsseiugs muveumlunseysiAviimualy
MIALdun1suaEAIUANLATINIG

35 fimsduiinuasiaiudeyalasinsvesusazlasinsedrafissmeriiolifnmuguanazanunsansivaey
doundala

36 HnsUszfiunazinmunisdifiulasinsegieseiilesuazasounauuauiun szozan LAENNYINT
fnausuld Tunsdlifimsasuudasueuin szozauagionineins niosnianlnsans aasdl
msthiaueiievesysiinsasuulawdesnianlasenis

3.7 dnmsyenuanufunt Yy guassakasdedninlunsdiliulasanis seanenssumsmiuaua
lassmavieguimsiildsunoumneeiaduuszd ioamunsalvduuzihuasuumdunsudlodgm
flaganarudesiionafintuegneiuried Tnslasansiidsuansenusiogsavesdliuimauaeiusznay
saiaegailuddy maiiausuinaznssimsvesiuimsuariUsEneussie vieRmenssuNSTIlasy
UOUVINEAIE
115UAlATINTS

38 fnmsasuissleniilisuannlasimafieuiudmneiisimue

39 fnmssusadym guasirannmsuimsianislasins iedanidudsildiFeus (lesson leaned)
T¥dmiuiinset Ufuuge uasimuinszuiunismseiniesdielunisuimsdanislassnisdolulid
UsyAvEnImnnty
N3apuUNIUlATINIg

Y

3.10 fimsasuniulasinisiainy lnewhsanudase Welmiulalainlassnisaenrassiuit g

1A59n15 Wleuig unsgu sedeunasisuiRvesdliusnisuaziusenaugsia siuviangvinguay
VAN TR
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LONATD19D9
® (Control Objectives for Information and related Technology 5 for Risk (COBIT 5 for risk)
NsUSINTANLEs IR Al Tadansaume

® [S027001:2013 Information technology - Security techniques — Information Security Management

Systems — Requirement 119351UAUNIIANMIAMLTUAIUAaRS B umAlulada saumeA

® [SO27005:2011 Information technology - Security techniques — Information Security Risk

Management n&nmsuimsarudesdnumaluladansaume
® |SO31000:2009 Risk Management — Principles and Guideline mmg’mmiﬁmsmﬂm?im
® |SO21500:2012 Guidance on Project Management n15USMISIANITIATIANT

® 1RIFIUNIATINERUMWALULATaNTAUWAYRY Federal Financial Institution Examination Council

(FFIEC) Faluednsiimiuguadliuinisuazdusznaugsia luanigewsni
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GUEVY

unUFTRmsUIMsTansaadseInyananiguen 1
il 1: Mahifuguanmsuimsdanisanudssannyananieuen (risk sovernance) 2
1. unummthiluasenusuRleeuvesnaznsIIMIVReRUTIsEAugelatuouIng 2
2. dalassasneednsliiniseiema 2
3. msvimsiamsyamnsiietes 4
4. nsANATesENNdNn flEUSMIvessEULYTegNA e USMIkAsUsENoUSIRA 4
5. dlsvemsvimsinmsandssinyaranieuen 4
6. MINTIVEARY 5
il 2 miﬁmﬁmmimmLﬁmmﬂqﬂﬂamauaﬂ (third party risk management) 6
7. msUssdiuanudsinmsliiing madeusie siemsddsioyanyanameuen 6
8. MsARdeNyYARANEUEN 7
9. msdavidamietennamnisliving madewsts WeMadieayannyARanIeuen 8
10. nsAenNNaMSUN URNUYRIYARANIEUBN 9
1. mssndnuasmsiuaedaygvietennas 10
12. masmenusiuaraendesu T lumsliuins madewse viemadnfsdeyaanyaranieuen 10
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sUv. davhuuufoRnisuimsianisanudssainyananiouen (third party risk
management implementation guideline) tteifutumdligliuinsuaziuszneugsiaannsa
finnsanyszgnaldlimnzannazaandosnuvauinn sedumudsuazanuiidoddnyvos
mslduins madendevidenisiirdisteyaanyananieuen

dud 1 MIfmnuguansuImMsIansaudsaInyananiguen (risk governance)

Jliuinnsuaziusznevgsfamsinliiinisiduguanisuimsianisanuides
1nmsliuinig madensevieonsithisteyasnyananisuen TngUszneuse nsimua
unuvTikage R AT URIRE N TIIM IV DU TER Ug e sl Ui nsuasUseneugsia
Tunmsifugua nmsdaliflaseiesinsiinsamaluSessuimsdamseuidesnnyaranenen
MsuUIMsianisyaansiitisades msduasesaundn Flduinisvesszuuviegndn nsdnlil
ulsv1ensuimsdanisamudsninyaranisuen wagnsngaaaey fil

1. UnuIMVthikaeANUSURATEUYRIAMENTIUNIUTBEUS S SEAUgaTlas unaumng

1.1 qualinslduinis mswewsieviiemaintiedeyaannuaraniguen aennaediunagns
Tumsis maviserliugsia dmsusmseudedvieg lussaung WiusmsuassUseneus sna
sousuldl (risk appetite) wazlidnranguunenazngnausiniieItos

1.2 aualiulguiy ATEUARLNITUIMIIANITAINMLEENAINYANANIEUBN LEINNTLVEULYA
seAuAMIdganarAiiteddyvean1siduinig MsWendenIen1siinfislayaiin
yaraneuenagetnautasiiuatednuaidnes enaduulovieiidniduaniy wse
swegluulsvendlviusnsuaziuszneugsiatiegual sumedaviunnsgiulasssileuis
UjjURnaensuiuuleuedanam daldmailudifeseingia uenanil qualviimsnuniu
wazUsediulsvdvisnmuasuleune wesgiunayssdeulsuURnIna neg walaueag 1oy
IS g.JI A o a 1 A v o o
Uaz 1 A3 uazliainsiasullaesnsiuyany

1.3 dabinsmiuiaraiuauauansiduinig nsweudevisemsidnisleayainnuananiguen

'
a vaa o

Tndulumuulouis snsgiunazszleuisufiRnamun wazfiarsanliaiudiugey

Aa o

AoN15LYUINIT NsWewsie visemsidnnadeyaniltedAy
2. Jalassadieesdnslvidnisaima

dlrsmsuazifUssneugsiamsdnlassasnaesdng uaswhiienusuiiaveuiifeaiumsudmsdams
yARaEUeNIiiN13a9nanaman 3 lines of defence Tnefinsutausnmihiinusuiinyeu
ogsdmmulaiimsdamalumsih v fiveshsnuivhiugoRnu (1% ine) Uimsmnndes
warmiuguanmsufUAnungmneuazngunasi (2 line) uagn1snsivasu (3 line)

2.1 wihivemenuivivihnujiRnuiuyeranieuen (17 line)

Walvinslguinis mawewsie vivensidndslayadnuananieuaniluseavsnm dnsuims
IpN1sANUFILazNSInwANiuAaand R umAlulagasaumamULleuIs 11Rsgu

a o

=~ aa o Y a v a o stp- N v oA o &
LLagizL‘UEJ‘U']ﬁ‘UQ‘UWV]mVUiﬂqsLLagaﬂizﬂ@‘Uﬁﬁﬂﬂﬂ']‘l’iu@ 1** line ﬂ?iﬂiﬂu’]mﬂﬁ@‘Uﬂq@J MUY
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(1) Uszdiumnudssannsliuing madeudevienainfsdeyannyerameuen uaz
Ussilufnenmaesyaraniouen (due diligence) nouisivieradnyamietennas

(2 deliinseunazuumianisUssidiu muay wagAnsunasgvaiiane uazdeLilos
FauusEavEamuaznssnmmssiunsUaensodumeluladasauwme (CA) safe
MIUAANATRITOLAEIUYAARIIEY

(3)  Famumsudeuas {]EyJMWLLagLW!miﬂjamﬂﬂaﬁ'ﬁigﬁLﬁ@%UﬁH?iULﬁE]W%E]LﬁEJ’JLﬁENﬁIU
msludns madewrevidemaindisteyannyaranieuen egualsinsdiiuns
vosyananeusnilulumuiisyyludygmietennas

(@) serumamsUFiinu nansussduandes damuasmgmsaiRnunAidssanszny
Aoy lusNIsuaryUTENaugINleg nildud Ay senmenITNNIUSORUIMN T TEAUE
fldFuneumng egrafieane seiiles viunsal wavaensuiussiummdes

2.2 wihfiveamhsauiivhuihiivmsanuidss uagnsiduguanisufianung e
wazngunael (2™ line)

WelinsusmsInmseandeannisiiusnms maweusavsen1sidiisleyanuaARameuen
Husgviznm feuliunsaendenunsaumsusmsaudewes WU N suasUsenaugsna
naRnIUUURMILNYMLNELaENNeTINEITee 2™ line AITInTIATEUARY A9l

(1) dlsiinseunaynssurumsuimsanudssmiasguanaiduiivensulaeinld
Usznauludne maUszdiuruidess msdanismnandes msanasmunumdes
HAEMSTBNUAT A

(2 FAamugualyt 1% line imsudmsenudss warliimsnenuamsidssina i
2" line WiesruTiuuazidenlesnuidssfananiuanudssiuduvesiliuinng
uawifsznougsia naemutuusuer RS nwlumsuimsdanmsrudeses 1% line

(3)  AAMUAMNIADY WaTNUNIUNTAIUANLAENNTUIMSIANISANLEDS Fasaudl
nsnumutadeides st nauidssiumalulaansaumaiiandy (T key risk
indicators) uaznsEUIUMIMUALLazUIMsIAMsaudes Welsihlaingly@nsuay
FUsznevgsialienuidssnnmsliing madewsie viemaidsteyannyarameuen
TusziumudssiflisnauasiUssnousiseusuld suviniauenamsums
AN nfenmznssMIE LU ITER U LA S ULE UG

@  mfuguanisliuinig madeusionsensiihfsdeyanyananieusnliidulunia
ngvnenazngInaeiiiAeddes sudsqualidulumunlenie snasgrussdeuufon
YoslWUiMsuazUsENeUgIAa maenausNesg LA naTI iU msuaUsEneUgsAe
9198ansetuUeAuld uazdnauesgnunan1sUURnungranguazngnae
sonNENITINIEOf UM IsEAUgeilaTueumIe

2.3 MnsesaEau ( 39 line)

Weliiiuladnmsviming 17 line uaz 2 line TumsmuANgla Waru3msInNIANLEES
NANSIUTMS MsensievisemsidfedeyanuarRNEeNYaI IAUS MIuawEUsenaugsna
Wulumalous wesgiu saideuliamnesdes 3™ line asiiniiinsoungu Al
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(1) dnliinsnsvaeunsléuinig nisideusevdensiiidsfeyannyananiesuen
Tnefnsrameuneueniiiudass ensvaeunmsuftiRnuresmheauiviming
1" line 2™ line waryAranguan IinsUHURmMUUlene dnsgm sudeudfus
Yo liuINsUazHUIENaUsINa dygvsedennas uazn1suiRanungvaneuay
ninauiiALITes

(2)  TPNUNANIIATIIABUABANENIIUNITATIVEOY

3. NMSUIMNIIANITYAAINTAALIURS

nsl#usns madewsenienisiiidsteyaainyananieuen lsumummifisaudenniug
Anudsamglumsufoinuasudasniglivinsuas{usenougsianesiiunis
yEnsuasiusznougsiamsinassyranns aiamnudlauasmunseviiniounsidsumag
udsiaunemsanuidsguesyransiifisides WhismelumsufoRauest wiiuszavsnm
Wy elitinnsiamninuganuveminauiiieifesaseunquasuimsdanmsanudssan
yananeuan mMeinwnnsiuasasndosumaluladaisauma nsdnisly cloud computing
msiesuaisinuzanuslinuImsuasninauiietediammnsaufoRnuldmasnmsg ey
L.Lmﬂg‘jﬂ’aﬁﬁmm;ﬂﬁu%mi cloud computing Jusiu

4. NMIANATOEINTN FLEUTNITURITEUUNITRRNAYDI U NSLaLHUTENBUTIAT

nsiUINswaeUsEnaussialinislduinig mswesevisensiintiadeyaannyuaAranIgLen
iWeliusnsunaundn gldusnisvesssuuveanen gliusnisuasiusenauginanisaniuns Al

41 guanazUisiamsyaraneueniinadifis nmsld warnsquatnundeyaaundn fliusnng
yessrULMSegnAneg1siany ielideyamndn fliuinsvesszuuniegninliiumsgua
ot1aUaonde Tnoilsdsmnndudiui uasfulumungrneduiiiedes Wy ngyne
AuATatlayadIuuAna LuAy

4.2 quanisuntedamukazdnnisisesieuseuliunauin gldusnisvesszuunsognan
sgssuRaveuuaslusITy

5. UlgUIgNITUSIITIAN AL nyARanIgusn

5.1 fliusnisuwagzdusenaugsianismruauleu1einsouaquianIsuImsinn1sAuaes
nuAranIeueneginRulumednuisnys lneeraduleuendninduameysesiy
aglunleunenyliusnisuaziusenaugsiatiogue

5.2 ulguigmsuimsdanisanudeainuananiguenalsaennneInuuleue duiingIved
Yo LiUINsuagiUsENaUssna wu ulsuvigmsinwianuiuaslasndesumalulad
ansaume 1udu

53 ulsremsuimsianmsmnudssannyarameuenlaiueysiianaagnssumsrieduims
sefugaildunaumne wagldSunsmumusehatioslay 1 ads uaziilefinadeuuas
ohailifudrdny saiimsintuasardomsuloueliiifededldsunsuedishiuay
muAngualiliAnuuleuty
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5.4 Ulgugn1susmsan ﬂ’]iﬂ’l’]ﬂJLﬁﬁJ\‘i‘mﬂQQﬂaﬂ’]ﬂugﬂ AIINIBUARY

(1) lassadrsmsindugua unummihdivesfifeadedunisiuguatazuimsians
AsEBINYARANBYSN

) ndninaeinsdassRueudsuazsERuAuiited AyvesnisTiuinig nsideuse
vIeMsintadeyaNUARANIEUEN

(3)  msEmsianseudssfiaseunaINsMsUIMIIANTYARanEUeN (third party
management life cycle) wazuuinianisinwanuiuasasndedumeiulad
ansauwATiAsoUARLANAMAN CIA

(@) wENNIINISTRRUIRAIILILYOU |ATN1TIIEIIUABANENTIUNITNTORUIING
seiugenlFuneumneg

(5)  nseaeumsliuing nsidlenseviienisiihisdeyaanyananiouen

(6)  mawdeuenundonuilesevnmsniiornfintuuarinansenudefliuinisuas
fuseneugsiaetaiifdny Welviliuinisuaziiuszneussiaannsaduiugsie
I¢egnseiiles Fsmrudamsideyansoulddmiunisdniugsiauaznsliuinig
wiaun¥in Jldusnisvesssuunsognd

(1) N5ANATEIANNTN {lIUN15U0958UUNTeaNA YRR LU SuALEUTENBUTSAR

55  glusnisuwazgusznaugiianisdnlviluinsgiusarseids uIsuon iweatuayu
N3 IUNIIANUlEUIENITUTINTIANITAINLEEIRINYARAN1EUEN TAdanARDY
MINVDULH FTAUAMILABazANTITdAgY SdunsgIuananieeusulaevily

6. N13RIFDU

AbiuSnskagdusEnaugsiamsaniunisiisuiasuislsemelne dasiaasuniely vse
finsandeuneuaniildsunaudstaanglivinisuasfusznougsia aunsaidnsaaey
yarameouenluduiiinadesiunisléuing nmsidensevienmaidrdedeyavesiliuinig
wazfUsynaugsnald wu szyteulaludygvdedennas 1usu uazdalidnnsasiaaey
TaenAdoinuveuln seRuadsiwazauiitodfy Tnanislduinis nsdeude
iomatndsteyaiiitivadynisldsumannaaeuesatioslas 1 afs uasidlowuinanisal
AnUnAfituddny

sl mnfmsduiigliuinmauasiusznovssitliansadidunsreaoy ssyfvsviedouly
mansaeaeuludyaviedennads gliusmsuaziUszneugsiamstimaiaslivssdiudofinmy
msilunuuasmsmusumeluvesyarameuen Wsanaiiemedonndosnuueun seiuasdes
nazauiideddnuesnsléuinig madeuseviensidndsteya negliinisuaziuseney
ganvenalinansasvaeuiumeliladansaumavesyananeuenilisunmsusesngnsaaey
aeuondifianufudaszuarlfinnsgiuaing 19U NANINTINABUANLLNATEIU SSAE 18 (SOC 2
type 2 report) w38 PC-DSS Attestation of Compliance (AOC) Wusu warsunsiulnenugnssunis

VROR UM TYAUETlAS uN U W LA
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g9 2 1 NFUIMTIANISANULEELINYARANIEUBN (third party risk management)

dlsusmsuazsfUszneugsiamsdnlitnsiiuguamsuimsdamsemadesanyaranouen
otsinnuifivmeuazseides uazqualiaenndesnunsounaznszuIuMsUIMIiAnITAIIILEDS
sumelulaBansaunavesgliuinisuazguszneugsfa (T risk management) Litoliianuidss
ogluszauifluinsuazduszneugsisseniuld TnoimualiisedeviBuiaivaaunas
Juanednualdnes aseumauindnsn1susnisdnnisuananieuen (third party management
life cycle) Aann1sUszdiunnudes n1sAnLeNyYARaNIgUBN N15IRYdy MSatannas
nsfamunan1sUfiRnuetiedeiios uaznisenidn/Auandnyguiedennas sudannsinw
mssiunsasnfedu IT

N15UFI5IANTAUEINUAREAIBUDN (Third Party Risk Management)

s

agaﬂsmiusmiammwﬂﬂamauaﬂ (Third Party Management Life Cycle)

. Due diligence & Ongoing
Risk assessment d .
3" party selection monitoring
nseadan ANIARRIUNE

- ; v 2 o 2 e, nsenidn/ dudn
nsUszidiumiuides UARBRANEUBN nsdmidesadonnas Ufjisiau . o
. aghsstarilaq feyymsatannas

mMssnenaulualaandes e luladansaung

7. m3Uszduanudeinmslduinig msiwense ienisididlayaannyananiguen

71 flisnisuariuszneugsiamaUsadueudsuasnansgnuiinounisléuinig
nsidousie vienaidiianinyananiouen uazidedinsdsuulasiiddedfy
ufsUssidudulsimuseuszeznafidenadosmuveulun sefumLdBLAY
Anuieddnednaduatednualones Tnedndademnudessiomeluil
(1) mwmﬁm@fmﬂaqwé (strategic risk)

(2) eudssInMIiiuguaLasBsiansypraneueniilinsounguarnsLewe

(3) audssdiudeidss (reputation risk) WU sEUUNTBUSNSARLAUA1STINAY
yananteusniindndes dwmanszmusionisliuinis siufsdeidsazaiuniniede
YosguInsuariUssnaugsne (Jusiu

(@) enudssiumeluladansaumauazsonisloed Wy svvutadewmiengauinig
Ingilammanyaranieuen stuLvesyAraneuenitadminmUaeasdevinlvidveya
Aemsgapmevideialva yananeuenlinuanigauiuniilésueunn msdaniou
ninensszuuliiiisans (s

(5) enudssungreneuaznginaeiiifetorislusemeuazasame Wy n1sufo
Ligndeswunszsatydfgsnssumediannsednd wazsadyadfindenisnseii
AnuAnigIfuAeuianes wszswindinunsestoyadiuyana nses¥dnyda
mssnwanutuacaenseleues wizswdydRavans was The EU General Data
Protection Regulation (GDPR) tJusu
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(6) mmL?iaqsuaqﬂisLwﬂ‘ﬁuﬂﬂamauaﬂﬁy’aa&“m%aﬂizﬂauqiﬁﬂ (country /cross border
risk) Vidlugunsidios iwswgRauazdeau wu msldansadndsoyasuionnan
msdndomtenstnfuaternedemsserinassma s

(7) armdssifesdoriudymyvietonnas wu AINUATEUAGH TALIU LATAIUATUL I
anysalvedyymisedennas Wusu

8) m’lllL%EN‘\]'lﬂﬂ’]i‘ﬁﬂW”]Qﬂﬂaﬂ?&lu@ﬂiﬂﬂiﬂiﬂﬂﬁﬁﬂ (third party/vendor locked-in)
Tngmsflanyananisusnielaseniaundn erevilvided falunauasuuas
wirluladveslliuimsviseriusing usztedinlumsuissuuvsedeyanauinaiiums
8¢

(9) PMABININMINTZYN (concentration risk) 1 liuSmsuagiUsznougsnaliusms
PNUARBMEUBNTIENTIELEN (single provider) Tunnnsldunsanuaraniewen Wusu

(10) PadBINyARAMELENITSDUA TN (subcontractor) 14 subcontractor
UfURNuunnses udy

7.2 fliimsuaziuszneugsiamsdnlitimsmunuiazuimsinnsanuideanseunguiging

NSUIMSIANITUARAAIEUBN (third party management life cycle) FausnsiaEen

o w

N1sIndgIvisetennal Msnnuran1sUfURNueERaLlBs naanIuNIsuNLEN/

U A Y

s ¢ o Y v v a ! v
au@mammﬂﬁiaﬂamﬂaﬂ FIDINTINANUNUAIUaDAN SR T mm‘l/lﬂa’l’mallﬂu%a 8-12

73 msdnszdueudsauazseiunnuiitedidy fliuinsuasduseneugsiamsimun
nannueindalau uazdaimzideunislduing nmsdeuse wienadrisdoya
nnyaraneuen Waseurquasuiusmdnnasfgliusmsuaiuszneugshativue
Tneansilsvazideansounquauiinanlude 12.1 (2) Wedliudnmsuazduszneugsia
annsaldudmsdanisaanudes Aamu wazasisaeunisufoRauvesyananiouen
I#nsuiusieiilos

8. MsfmRENYARANIZUEN

8.1 #lusnisuaziUsenevgsianIsimualilssileuisuifuasnaninaeilun1siaisan
dadenyananiouen sgadaiau waziduaednuaidnus lneideyailiioswodiniy
atfuayumsinsandadulsliving Wewserienadnisioyannyaramenen eansnsn
Anidenyananisueniifinnumnzaunuinguszasinssidunisvesgliuinsuas
AUTENBUTINT

8.2 nsdndulaldusnig mMsdeusie wiemsinfloyaannuaran1euen NIANUELNTE

o w

fidpddgyaaslasumnuiugeunInAMLNsIUNITUTOUIINTSEAUgIN A UNB UMY

o

8.3 AliUIn1suaziUsEnaugIfansviimMsUsuiiudneninuaranieuen (due diligence)
Ineiasassiiuivinsourquaivaun seRupudswaseiltuddny lnemsanias
Sossiasialull
(1) §IULNNTREU Yodee ANNTANUTEIVIY UTeaunIsaluaraAduaIuI e

lunisliusnisvesyaaaneuanluyinILLN
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(2)  535UAVIAUAL TNUTTTUBIANTVBIUAAAN1LUBN

(3 msuimsdanmisenandes msmuaunglu minseaeunelu uagnsAamua
nMsujuRau

(@)  msinvanuiuasUaendesumeluladansaume

(5)  mMaEmsiansarasellemessie wazeamiesuiloduriomnmsnisng o

(6)  msUfRnunguieuazninamifiades WU nsvenIIvEpULNaTNAN L
videludusesmnyarameuentumsidumsmungrneuasngnamiiietes Wusu

(1) nsUifauunsgiuainasumaluladansaume 1wy 11590R5I9d8UNI5 LAY
M35993UANIIASEIY 1SO 27001 Wudu tnen1siusesnsujifnuuinsgiuaina
My arameuenif UM siusesmsiUimsluduiddny wWu quinesise’
waz/vide TéTunssusnInsaunquTtnsdng

(8)  Yadunmeuenitenansznusensiuinisvesyananieuen WU aaumsalynamsiied
anmwiAsegia TesiadungmnevesUssmATiuaransuendiegvieUsznaus i

9 msldmeluladuuuida (open technology) wislanunsaisyuululdanunie
Feulesiuseuuduld (interoperability) uazantodinlunisthevdeuasuulas
walulagylliusnisvsedusiing siufstedndnlunisihssuuniedeyanduin
fufiunsies wu msldguuuumsiuddeyatuyaraneuenitduinmsguuuuide
(open standard %38 open source) \Judu

9. MIIvhdnIetennain1siduInis NMswensevsenIsniteyaINYARANIEUBN

A 0

=

9.1 dliusmsuazUsznaugsnamsiavidaavisedennamsliusng maeudevsemadins
foyarnuananisuenegrnduaiednualdnys wazdniiudgyansedennasinaniliv

[y

AliUSnsuaUsenaugsiaieanunsadefuldlnnungmane

=

9.2  glivinsuazgusznaussnamssryneaziduauazmvuaeuleiddgyludyyvie

o
'

a

TannasiuyAAaNIEueNag1einau TneiansanlinTaunguaILvauLLn SeAUAINLESS

o w

wazauitudAgyresmsliuing maweusie visensidleyannuARANEWEN Al

(1) veuwsnsliuinis msidlewsie wiensiidistoyannyaranisuen

(2 unuw Wil uazanusUisYeUTesyARANEUEN LAzl NsuazEUsEneUgIia

(3)  wwspunsUftRnusuivesyarameuen Wy wnpsgumsmUAL ety INRTgIL
m3snmANNdUTesTTULLAEToYA (confidentiality) Agndeadefiolsuesszutuay
Toya (integrity) waveumsanldnusumelulagansaumea availability) 1usiu

@) urugndudumaluladaisaunanisaennaesiuunuaniduaumalulad
asaunAYe IMUINIsLAzEUTENoUTINT

(5)  MsANMNKAEIIEUNaNTUURNUYRIYARAAIEUEN (ongoing monitoring)
Fenseunquiamsudeimsasundaniemnnisaliiddy wagsenulyvinund

(6)  MruAliNITANATEIUBYAAINUARAYIEITUINITHATHUENOUTINAkaETaLAT D
aundn Fléuinisvesszuuvizegnin Wuluaungmneuasngunasiniieites
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(0 myhaedeyaidedugaviosnidnnsléuinig madeudevdenisidifsdoya
NYARRAIEUBN 1TU N1SMvUAlTUARANIEUBnaaNilideTUTBINM YA deya
YILIUINITUALHUTENBUTINT

(8) Goulwiedvdvesiliuinmsuaziszneugsialunisveildsuulas givdosnian
Fuvidedennas nsdifiinnisidsunlamioinnsasdadya s edonnas 1wy
msiABuE wesRams meazdinmnsaendevienssnwmnudy uasmsiiyarameLen
9EI¥NINNTLUVIUNMTATINENTNG/M 391590y /Auazany sy

(9 wwImansseiudeiinTy wagausuRadeaaEeme

(10) msszyavslunstnsvaeulnedlviusmstazEUsenaugsna sumsuisUsemnalng
faraaeumeueniléumautsimngiuinaussissnaugsianie sun. annsn

o w

WnyRadeumsanilunulaznsmuanngluvesyarameuen ity

9.3 lunsdilunislduinsaudumaluladasaunaainyaranisuen (IT outsourcing)
filifodndty fliuinmIuazgszneusitamsimuadvsvesiliuinisuaziuszneussia
lunisiiarsanewliinstluanan1euenINNETUMEN Y (subcontract) wazdaivun
flyaraneBusnfessURnvousenan s fIRLUT UMY s

94 n3dinslduINIs Mswesie nTensiitayaInyARanIeuanideglufsUsTmA

doyyvisedennadlunsliuins msweuste visemadifsloyadnyaRanIeUeNAITRIITN
femnudssiazguasinfienuintuainlseimanyananiguanfiegnaUsznaugsng
(country risk) f7g

10. mMsAemuNanIsU URUYBIYARaNIEUEN

10.1 gluimsuargusznaugsnamsmmvungSuiiaveulasdanisinmunansujiRauves
yaraneueneewiailles lasfiansanaaweuiun seiuasdsauasauiioddnyues
msliuEng madessevidematniisteyannyaranieuen 1wy Mvualviyeeameuen
enuransUiRnuegsainate MruansUszsudnnuegaiiaisuazselilos
nsndunanisalnsaniiuiuvesyaranieuen udu

10.2 ;ﬁﬁu“‘iﬂml@wﬁﬂizﬂauqiﬁﬁ]maﬁmumiﬁqmamsmaﬂs'mmum@msaiﬁmﬂﬂaﬁl,ﬁm%u
sewinmssuiunuiifedesligliuinsuazfuszneugsialdsunuedeiunisal
WovssdiunanssnuiidsodliuinauasUssneugsia weiinsdussiiuhnanssnuiiindu
finasenisaniiugsnavesyliuinisuazgusenaugsivedalifedfey dliusnisuay
AUsznaugInamsidmswlunsindulaudluvanisaliaund

10.3 gWiusniswaeUsenaugsiamsmumumsussdiudnenm msdseiiunan1sufinem uway
msUszdumndssweanislduinig msilende wiensithisdeyaanyananiouen
frlusuuseAvs ammsSnwessiussaensumalulatansaume uaemsuRoRmangane
dleassedynuanilefevsrsznafifliuinsuasiiusznaussarinua i nsld
U3ms madesreviomadfuleyaanyananeueniiideddnmsimualyiduiums
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nIBulIMIMIBNAnveRugndryy mTetennat T,@stmmmmmamaﬂumﬂmimi
wazausiunsasadodumalulaansaumea il msgruniesslovlfiRdman
ASASEUARY UMMV TirsiAssinsuayYBNUiiRe e nszuumsuazmsmuRumely
W Nssesteyaneunsenidn nsauvisetndunswdduddnves usmauasUseneu
§3An Fhegadu deya nawansdsateya wasdayildew Wudu

(2
a [

11.2 Msinsanenidnvseduandyyivsedennat gIiusnsuazgusenaussiansusuiiiu

q 7 Ag7)
' (% [
= a = a a

Naﬂig‘Vl‘ULLaSﬂ’J"IﬁJLaEJQVl@’mLﬂWUu%’]ﬂﬂ’]iEJﬂLaﬂLLﬁSﬁ‘UﬁﬂﬁiUﬂﬂM%@‘ﬁ@G]ﬂaﬁ LageALiunng

9
(%
a o

mummﬁmmasuwauﬂgumwmsmismaﬂLLazauqmamm’lmamamﬂaq LLam’mumaWﬁ
LLavLqumumsamaﬂLLauauamammmamamﬂaa (exit strategy and exit plan) mjm'«au
deliiilatinsenidnuieduandynywidedennaniulledsdusyavinmuaglfindon
aundeusaransEnuionnintu wWu maeliuinsvesszuuiidwanssnuiuandn

Aldusnisvessyuuniegndn nsshwanuiuasasndeiumelulagasaume Wusu

12. MssnwAnusuaslasnfsnumnaluladasaunelunisitusnig NsaunanIani1sienng
ToAINYAARNIBUBN

AliuSnsuasUsEnaugshamsaualiduladnnisldusnig msweuse viensidnneleya
MnyAraNeuen Inmsinwauduanaendeiumealulagansaumea uluamunseundnnis
MdAey 3 Usems fie msShwianuduvesssuuuazdeya (confidentiality) Anugndeietiol
YDITEUULaTTaYa (integrity) wazanunsaslinuiumalulagansaume (availability) w38 CIA
gonmdssnuulsuensinwmanuiuasUasnsssumaluladansaune (T security policy) lag
WwsuananuANiuasUaeniemalulagansaumaniigItes wu 1ISO/IEC 27001, ISO/IEC
[ £ a va a va | « = al'

27017 Wudu lngarsuifnuuuiuifvessuinsuiadseinalng 1509 nMsuTmsanuides
aumealuladansawme (T Risk Management Implementation Guideline) 538l nsguaIng
menunstesiulassuiiodsluvesidunesguanansensulaeiinll laefinsanliaenadas
AUYBUIN SERuALEeMazA T Ary Vel Tunsalnsimsldusms Cloud Computing Jlviusns
wazUsEnaugshamsinufURnAvesliusns Cloud Computing 1ndusuavnalunsufjufiam

A v o Y a . a & Y a
wazmuAuauatielisyuunlduInig Cloud Computing daudiuasUasndesumalulad
A15AUNA LaZAITANTUNITANLLLININITAIUANLNLLAY Fasalull

12.1 msdavimzdeunislduinms madeuse viensididseyanyaraneueniasneideu
ningaunumaluladansaumaniieides

(1) dnlvimhenugSuiaveulunisdavi uazuTudsmedeunislduins nsiveuss
wsenTsintatayaanuaraniguen waznzileunsnddunumalulag arsaume
MAgves inelidlivsmsuagUssnougsiaanansatanldssyanuidesdiegeinny
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wazauIauIsIan1vsnddusnumalulagansaunelasgsUasndonazyiunisal
i [Rsananudssiiinetealiafinmgnsaldeleiues wisldnunusessuile
Inddugedygvisedennas iusu

2)  nzeunisiduinis Mmaeuse wsensiiifsleyadnuananieuen wasnegileuy
nindgaumumaluladansaunaiineites msnsauaqy

FoupAaNIEUBN

UszlnnuesypnanIuuen WU IT outsourcing ISP Hudu
YUINNT/STUVIY

ANVULLATUDULYAVDIITU

o Uszamveensliuinig madlewsie vemsidnisdeyaainyrraniouen Loy
IT outsourcing cloud computing U333 IUAURUELNTNGIND NMsITUING
\ASaYILEsITE NSlEUINIsvRsliuINIsuAzEUSENaUSRatIsE Runa

Yusiu

—

o sufuAuns wazseduauituddny

o idquineufinmeivdnuardisesvasyaranisuoniiuszanana faftudoya
visoriiunsla o Herfudeyansessuvanuliundldusnisuazdusznaussia

° iuL'%'mGTuuaz??uqmﬁagzmw’%aéﬁamﬂm

®  M53UTRINNUINATTIUEINARIY IT Tietes (i)

o swanBuamingauiifeatos wu deyathirluiafunieusvanana sefudu
aududeya Wusu

122 mssnwnanuduasasnsisvasdeya (information security)

(1) vhmsdhsiadeyaitegnielinisguasesyananisuenlmiulunamlevisuay
wmsguveslvuinsuasiussnougsieaenadesiuinnsgiuainamussduty
vastoya (information classification) wazfinnsauilsiasaunquiisdayafioguugtnsal
FlHUA AU (data at endpoint) Teyaiiogszyrinamssudsriuieiote (data in transit
nazdeyaiioguuszuunuuazdetuiindeya (data at rest) Fssauisdoyadises

(2)  UImsdansniansiisiateyavelriusnisuazusznaugsiamenuLes
femrsmuaulunnduneu saemssmsuimsdanisnauanmadisia (ifecycle of
cryptographic keys) fausinsads nsdaiu nisldan msdises msifinaou uas
nsieRgveINLAinTiateya

(3)  afnuansdhstadeyafenues il mndliuinaussiussneugsialiann
ahunauansinsfasonuesld gliuinmsuasiusznevgsiamsiulaldinngus
nsiisavesyaransuenlifinishinldsuiuglivinsmedu wagnsuis
eaziBeainfuszuunmsuimsiamsnguathstateyavesyaranieuen Tiud

o Uszlanvanuiniateya
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® YATIYAYRITEUU TININTTUIUNIAIUANMSINSiatayalukdastunau
ARBANITNTUIMTIANINGYLINILI9AE

e Jouurihnsldnunaznismuaunisiiisiateya

(@ Aunguanisnsadeyalugunsalinwiannulasnds Wy Hardware Security
Module (HSM) \Jusiu uazguasnwinulasnsdeaunsal HSM sen1sdnnslulyy
\nsevnenUasndeuardrinnisidenseiusyuuudunliineites

(5 asumumsuiReumsuimstanisnadisiateyareisndunslnedliuing
uazfUsznaussiauaslneyananeuen Waseurgumsaeumutedwinayamudes
YI5TEYTeya IngiansanlvdanulasnivasnnnesiuiinsgIuaIna
feousulpevily wu sane3Funisidswa (encryption algorithm) wazaule
ANENITBINRITITaTaYA (Dusu

12.3 ﬂ’limuauﬂ’ﬁrﬁ’lﬁa (access control)

¥

(1) Awuenszuiunsiamsuazasuauguadnslunsidnlduaznisidifessuuuastoya
voaliusmsuazUsznevgsiafitauduanednuaisnes iWilumunleuiensinm
mnusiuasUasadyiumaluladasaumangliuinisuazgsenougsiadivua
aompdesnuIAsyuEnaiufivensulnely

(2)  MuuAuNUIM NN karANUTURRYeUYBIRATN I ST UULaEH Y unle sy

a

angadlvidniau

3)  euauguanslidnsuiyrranisuen Taediadvsamuunuyming waganudndu
Tunisldau Inseyd@nisdnlda weldlvyaralayaraniisuoRaulansuea
IUIUNTLUIUNTT

' o
Aaa a Y

(@)  dszuunsenszurumsaaniuseninansidanudydgldaunianigegn sums
AITAARILLAZARUN YA UL ANSHarN T It UnTaN I AssEULTaya Auseu
srgznafgennasstuANNdssLaANNd R vesansesadulsydn Wielwiulai

astduansiduluaiuvaus wazanusndulunisldau

(5)  Amuadsn1sszyuarigauimnugldauy medsnnianuiie e aenaaeaiu
wesguulenefif Ui nsuasUssneugsnanmun Wisunasgiuanaiduiiensu
Tty

(6) TunsdlityananisusniBeuseifioiinfieszuunuvesiliuinsuaziiusznougsia
WU NNSIATEUUUSEEENG (system remote access) Jliusn1suay
fssnaugsiamsiinssuumsuivsdamenadissresnadeisnsiivaende feil
o pauilfinoumadniaszuunuszezlng (system remote access) vosUnylildam

avsgeognanisnin nelilfiamensdiifenusndusinduy uazstnssezioa
Tunsidhfeszuuau
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o digausmugldsuuuy multi-factors authentication wagn1sideason1u
Virtual Private Network (VPN)

o muaumadldom lnsdramadiFnilfamzgunsiildsuogavin vie
Tweluladumstansesewmeniiauneswuuiaiion (vitual desktops infrastructure)
[leanAILIABI9INNSAN malware wiansihsssuuadilidmanzay

® awnsnsTyLATasUYNLUMAIIIYRsURTATosTUUUA BTN L Touse
fuszuuAsoUBveIdlviuMIkas Usznaugsiauuusseylng

o apumunstaszuunuszesing laedndildnudvsgeeyaravseviisny
flmndudaszuariinnuinndenaufivae

(7) fﬂLLﬁIﬁ‘Uﬂﬂﬁﬂ’]EJu@ﬂ‘:]JG]LﬁUﬁuﬁﬂ%@Maﬂiz’?a‘uaﬂﬂ’]iﬁﬂﬁ]ﬁ@f’muua“ﬂ’]iL“Ehﬁfl
(access log) Tuiinn1satiiueu (activity log) A1uszey nmmgwmammm
Tnedinsaounuteyanstuiinmnnisalnaseusseznaniiaenndesiuamides
wazaud1AgyeuluUsyan LWaiwuuiﬁ]aﬂqﬂﬂaﬂwsuaﬂﬂgummmulﬂmmamﬂaa
LazansgIuNIsSnwIANlaesaduiumalulagansaumnaveslviusnisiay
AUTENBUTINT

12.4 M3ShwAuiuAIlasnfuvessUUATOUIUE0E1S (communications security)

(1) Shwenudaeadelumsiuddeyariussuueseviedeasivyaranisuenduluny
weuiemssnenuiuanaendeaumelulagansaume SIN9NATEINEINS
Nwousulagly

(2)  qualiypraneueniisyuumienszuIumMsdmudanses traffic fideuszuuiAzete
593U wiafteu waramnsodudamsynmvdemeulimslanililaesaluRuuraies
vusrUuAS ot e minzaumureuln seRuAMIdsuarauiituddy
yoensliuins msidlesie Mienisiinisdoyaannyananiguen 1w fia3esile
fldnsamuazudafeuiiannsadudinisunsn vieneulinslanflalaesnlui
UUTTUULATUN8 (Network Intrusion Detection and Prevention Systems : NIDPS)
w3osietestiunmslaufiiules (Web Application Firewall : WAF) snasn1siesiu
n1slauduuy Distributed Denial of Services (DDoS) wazsvuuilaaiudoyaiila
(Data Leakage Prevention Systems : DLPS) wagiinsnsiadulasa viselusunsy
liuszasdfoing 9 Aenayngnidnginietne Wusiu

(3)  nsan15l9UINTT cloud computing Hl#u3N15 cloud computing AITWUILEN
anmuIndeNYaw UTMsuasUsEnaugInanng lusmsmeauiiey luanmwinaeu
UU cloud computing 32

12.5 n1sUSMTIANISNISIUABULUAY (change management)

(1) fMvuAnszuIuMsLashuInIuImMIdansmsisuulasuivyananiguen
W E U NSlaesUsenaussniaainsou sl uNaN SENULAIATELIUINNTBITY
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LU Llein1sWasuwUAITEUUYRIUIN1T cloud computing kaznsENURU
nshAuiNMskaEAlugsNve I NITuALUTENBUTINT

() Wyaranesusnudansiasundasimumeluladasaumaninanszudumsliuing
wazandugsiavesliuinisuazusenaugsia v liusnisuaszgusenaussnag
Iemsuarmiluszeznaninnassmiu el nmsuaziuseneugsiafiansan
wInaRRansEnUsen1siuINsaIndn fliusnsvesssuuvsegnAves iusnng
LazHUTENaUgINa

12.6 NISUINITIANITNITAIAITEUU (system configuration management)

nsdiyarameueninthiAeumamsierssuunu Ensuasussnougaianmstmun
inasgunsnenszusnulivasndofismenunsgiudiuauuaensemalulad
anTAUMAYR WUSNSUaLEUsenaugsna Wi A1 System Configuration ¥@eseuUUf]uRnTs
uarnshesnALUannferesgUnsaiadote udu

12.7 MIUSMISINNITIAAIUANNNTOVBITEUY (capacity management)

(1) dnszuiunisinmu Useiiudsednsnnuazanuiiganevemsneinsanunalulag
ansaumA 8snsliuins msidessie viemaifsfeyannypransusnegaiieme
uazsiailos masnIuTBUNAMIAAMLArUssdufsna R nsIuM SR off s
seiugeiildfuneumnensuegwathiane elitinnsiiuguaramienlduas
rudismoreszuilumssesfumslimemasitldenwaiios matadiofiansan
umnmsanAudssleiunisal

2)  Mmusdadianisldmineinserumaluladansaumea (Threshold way Trigger) Tu
JEAUANN 9 UagimuanseuiunsTenulasiiLion Jymvsemanisaliinung
fiAsmnnslfus v oldenseruyananisuen uumMsnsUsEanunuRUmhBNy
fameluuaznisuennsdifinmgdndes Ifismemnyaumumouan sefuamnuides
wagesilteddyuesuims el fliusmauaviuszneugsiansuegieiunsal

12.8 msdaiudeyatuiinmgnisal (logging)

auabiiiulaiyaranieueninsinivdeyatufinmsnisaiiiasudiuismenazUaonsie
deRliusnsuaziUsEneugInaldfnmunsiaaeusesseemsidntakaznisidauszuuvse
Toyavasglde sumddilundngumsvhgsnssumediédnnseiindanuiingvanefivun

12.9 msfanuguassuukazidnszaieAnAa (security monitoring)

(1) auauArangusnlifianuguaszuukazidseladeanategeTanuLiisanaunay
salfles utssrun/Uinsiddeddy msinmsnTadumgmsaiinunffinseny
serulasnduniluseiu system network uay application Lﬁa%'uﬁaﬁaﬂﬂmu
Irageviunsal

2)  delimsTiaszideyatuiinimanisal (logging) YaeszUL/UsMsildviodouse
fuyaranguen Liletestulagnsadunisyngn
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12.10 MIUTMITINNITT09INILATAITNAABULIEIEUU (vulnerability management and

penetration testing)

(1) qualiiyananigueninisuimIdinnsyedmikarnsvaaeulteszuy (vulnerability
management and penetration testing) mmmmigma’ma‘ﬁLﬂuﬁﬂam%JUImaﬁLﬂﬂ
wazaennnesiuuleugssileuisu UAvesw iusn1suasusenaugsna

(2) EPUMUVBULUALALNANINARDULNEIYUU (penetration testing) YBIYARRNTEUEN
delidulainmeaeudinanasouequsr U mLR RSN suaedUsznaugsia
THusmaviedousioriuyananiouen LagaseuaguisAnAuiidfy

12.11 n1sdsestoya (data backup)
nsdin iU nsuazUseneugsnaldusmaviseensetiuyaranieuen Jdinsdanudeya
YOI WUINsuarsUsenaussia vivedeyaaundn gldusnisvesseuunsegnan flusnis

uaUsEnaugsnImsmvuauInsguIsuuRtunsdsesieyalviyananieuenufia
IaenndodiuinIgIuveEiuInIsiasUsenaussia lneasounay

® Yauln/SwaziBenvesnisdsesteyanarseunatdisestoya
e TFny/malulagmsdisesdeya warguwuudeya (data format)

° 5888L’Jﬁ’]s[,lmWiLﬁU%'ﬂ“lﬂ’l“i’J’E]:'%Iaﬁﬁaﬂ

NNIATIAABUAUYNABIATUNIUVBITOYAA1TOS

TUABULALITNT)ToYA

nsaeUIUNSANTedteYa (restore)

o anuidaiutoyadises
1212 m3vsmsianswmnsaiiaundnumnalulagansauma (T incident management)

(1) ssymihiuavansduilsmauvesdlsiusmsuasUssnousshauasyarameuenee e iaau
Tunsumsdnnswnnisaiiieunfsuselulagansauma SaamvuesEAuAIL TS
YBUNNTURAUNAFINETY wazAmualvudsdliusnisuazgusenaugsiangiu
wmnsninundiiistusaziieatestulliuiniussiUssnougsivetiafisae
wagviunisel

' ¥ v
aad a = v A

(2) MnwmMsalReUNANARTLLEINaNSENUABM AU IRV TUS MIuasUsTNoU
ssfegralitddty Jliusnisuaziusenaugsiamsiiduslunsindulawile
RN TIRAUNG

(3) fvuslviyaranisuendaliifivesns seuu wiewrdesdieifiosesiunsdl luinsg
LagHUTENUTININTIINUALABINTIBN UM NSaRaUNRATUImAlUla g aumeA
Tyaraneuenysy waniieieligliuinisuazusznaugsiafnauanunisal
uavnsud lvvesyAramMevensemn MsalinUnAninetestuliumauasUszneusana
Imgnaviunisad
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(@) fuusliuaraneueniiduszamauegialuniems wedszamauiugliuinig
warUsznaugInalunisnavaussamansaliaunddumaluladaisaune
opeeviunisal

12.13  M3UIMIANseLilamnagInia (business continuity management)

(1) funusessumsduiiugsivehasierilos (business continuity plan) wasuuugnLay
srumelladansauma (disaster recovery plan) finsaunguianslivins msdeuste
viemainfedeyaninyaraniouen ieliduuimasesiuremgnisaifierafindu
uazinansenusefliuinisuasiuszneugsivegsiifivddny Weannsaliuing
uaziiugsialdednasieies

(2) wisesiumsiiiugsieeswaiouazuugniduiumelladasaumansaisis
Haduddndermudsdionisuazdmadommemzinnnmsliving madeuse
viemsidisteyannnyananisuen nansenuiididenisliuinisuazsduiugsia
Yol msuazUszneussia uazmsAnsedemssevinsyarameueniuglviuims
warUsEnaugina saulmismenulymvsemsnisaliaunilinuenssunis
veusmsseiugenlisuneumnems st iumsainumudAIAE SEIUANLITUMSS
VIONANTENUVDAUMANTO

(3) UssidiuuaznadeunsufuRnuunusesiumsiuiugifvegwioiles uazuanau
sumaluladansauma WiolianunsaldufoRnuldase suaounuunues
yananeuenLilefiansanaaenadosiusuYeIglvuINsuaLUsENe USRI
U AINADARE B LTBIVOUR RTINS IVILASEEZNATIEREY | maximum
tolerable period of disruption (MTPD), recovery time objective (RTO) iLag
recovery point objective (RPO) 1Jugiu

(@) mnglvusnisuaziuseneugsivainsaldisiunageuivuananguanla Jlausns
uagf{UszneugsiamainmeaeumsUf iRnuususessunsiiiugsivetseiiles
wazuugniduiumaluladasaumatuyaaaniouen ieUszifiuaumionves
yananeuenluMIfAusEUUILAMIATEU MTPD, RTO wag RPO fifmusly

(5) MuUIITIAMsuanTEIng# (crisis management team) e WiuSNsuaggUsznau
g3famslisunsuiensandoaunusosiunsduiugiivededeiilosuay
uugnidusumelladmsaumavesynnameuen Wewisuamm3eslunmsidms
FansluduiiAeados

(6) 57T TYMINNUTENINNITNAADULHUTBITUNIIALIUGIRIRE 1 BL LD AL
wrugnduiuwaluladansauna wasUSuuswilesiuduyananisuen
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® |SO/IEC 27017:2016 Information technology - Security techniques — Code of practice for
information security controls based on ISO/IEC 27002 for Cloud services 984 the International

Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC)

® |SO/IEC 27036:2014 Information technology - Security techniques — Information Security for
Supplier Relationship 984 the International Organization for Standardization (ISO) and the

International Electrotechnical Commission (IEC)

® \endor Management Using COBIT 5 984 Information Systems Audit and Control Association
Inc. (ISACA)

® Special Publication 800-146 Cloud Computing Synopsis and Recommendation 98¢ National
Institute of Standards and Technology (NIST)

® (loud Controls Matrix Version 3.0.1 984 Cloud Security Alliance
® Third-Party Relationships ¥84 Office of the Comptroller of the Currency (OCC) @n3gatisn

® [G16/5: Guidance for firms outsourcing to the ‘cloud” and other third party IT services U84
Financial Conduct Authority (FCA) @%351%910413n3

® Cyber Resilience: Range of Practices 984 Basel Committee on Banking Supervision
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